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JIPYTU JIPYKA

N AP KABHE O

2746

Ha ocHoBy unana 196. u unana 241. ctas 1. Tauka 1) 3akoHa o
3apaBcTBeHOM ocurypamy (,,Ciyx6enu racuuk PC”, 6p. 25/19, 92/23
u 109/25 — np. 3akon) u wiana 17. cras 2. Craryra Penyonuukor ¢on-
Iia 3a 371paBcTBeHO ocurypame (,,Ciyx6enu racuuk PC”, 6p. 57/23 u
46/26),

VYrpasuu onbop PemyGmuukor ¢oHga 3a 34paBCTBEHO OCUTypa-
e, Ha cernuuy oaprkanoj 30. jyna 2026. ronune, I0HEO je

INPABUJHHUK

0 TOITYHH Hpanmmmca 0 EHaAMa 3APAaBCTBCHHUX yCJayra Ha
CEKYH/IApHOM M TepuujapHOM HHUBOY 31PaBCTBCHE 3allITUTE

Ynan 1.
V IIpaBUIHHKY O LIEHAMa 3APAaBCTBEHUX YCIIyra Ha CeKyHAapHOM
U TeplUUjapHOM HHBOY 3xapaBcTBeHe 3amuTute (,,Ciy)kOeHH ITacHUK
PC”, 6p. 88/21, 97/21, 109/21, 132/21, 47/22, 82/22, 123/22, 128/22,
1/23, 59/23, 96/23, 15/24, 13/25 u 41/26) y Ilpunory 1. nocne ycnyre
nox mudpom ,,90595-00, nonaje ce HoBa yciyra, Koja [Jacu:

udpa
ycnyre

Hasus yciyre Lena

MurpaaprukynapHa aruikanuja GukcHe koMOUHALHje T1a3Me
50124-011 | oboraheHe TPOMOOLUTHMA M XUjaTypOHCKE KHCEIIHHE Y 27.596,26
JIeYerby TOHApTPO3e

En)

Unan 2.
OBaj MpaBWIIHKUK CTyIa Ha CHAr'y OCMOT JJaHa OJl laHa 00jaBJbH-
Bama y ,,Ciy:xOeHoM miacHUKY PemyOmmke Cpouje”.

30-01/2 6poj 020-187/2026
V¥ Beorpany, 30. jyna 2026. roguae

YupaBuu ondop

Peny6anukor ¢oHIa 3a 3APaBCTBEHO OCUTYpalbe
3aMEeHHMK MpeJICeAHNKA,

Aunexcanapa Ilornapesuh, c.p.

2747
Ha ocnoBy unana 11. craB 4. 3akona o nHdopmannoHoj 6e36ex-
HoctH (,Cyx6enu acuuk PC”, 6poj 91/25),
Caget PerynaropHor Tena 3a €JIeKTPOHCKE KOMYHHKALHje M I10-
LITAaHCKe yciyre, Ha 60. CeIHUIN YeTBPTOT ca3uBa OApikaHoj 24. jyHa
2026. roquHe, TOHOCH

IIPABUJHHUK

0 OIIIITOj METOOJOTHjH 32 MPOIleHY PHU3HKA y
nH(OPMANMOHO-KOMYHUKAIIHOHUM CHCTEMUMA OJY
noceGHOT 3HaYaja

Unan 1.
OBUM NPaBUITHIKOM YTBphyje ce OIITa METOI0I0THja 3a IpoLie-
HY pU3MKa Yy TIPUOPUTETHUM M BOXHUM HH(POPMALMOHO-KOMYHHKALU-
OHHM CHCTeMHMa ol moceOHor 3Havaja (y gasbem Tekcty: UKT cucte-
MH O] TOCEOHOT 3Hauaja).

Unan 2.
AxT o nponenu pusuka VKT cucrema on moceOHOr 3Hadaja u3-
pabyje ce y ckiaay ca OMIITOM METOOJOTHjOM 3a MPOICHY PU3HUKA,
Koja je nara je y [Ipusory 1. oBOTr mpaBUJIHUKA ¥ YHHH HETOB CACTABHU

BHI1 OPT'AHU
PITAHU3ALIMAIE

AKTOM O TIPOIIEHU PH3KKA U3 CTaBa |. OBOT 4JlaHaA BPIIHU CE MPO-
nena pusuka y MKT cucremuma on moceOHOr 3Havaja ¢ 003MpoM Ha
CTEIeH U3JIOKEHOCTH PU3KKY, Bennuuny orneparopa UKT cucrema o
MOoCeOHOT 3Hauaja U U3BECHOCT I0jaBe MHIUACHTA U EETOBE 030MJb-
HOCTH, K0 ¥ HerOB MOTEHIIUjaIHU JPYIITBEHN U EKOHOMCKH YTHIIA].

Unan 3.

IMpouena pusuka y UKT cucremuma ox noceGHOr 3Hadaja 00y-
XBara MACHTH(UKALHU]y PETHH, PAlBUBOCTH U MOTyhHX HHIMACHATA.
Unentudukanuja npetmu 3acHuBa ce Ha Karanory mpetsu uHbOp-
Marrone 6e36enHoCcTH, Koju je aat y [Ipunory 2. oBOr mpaBUIIHHKA U
YHHU HBETOB CACTAaBHH JCO, JOK CE PAmbHBOCTH M MOTYNH MHIHICHTH
TOKYMEHTY]y Y ORHOCY Ha KOHKPETHE pecypce, IOCIOBHE Ipolece U
noctojehe Mepe 3amiTure.

Unau 4.

OBaj mpaBWJIHKK CTyIa Ha CHAry OCMOT JaHa OJ JaHa 00jaBJbU-
Bama y ,,Ciry)x0eHoM miacHUKY Pemy6muke Cpouje”.

Bpoj 001970499 2026 59011 005 000 012 005 04 002
V Beorpany, 24. jyna 2026. roguHe

Ipencenuuk Casera,
Jparan Koauesuh, c.p.

IPUJIOT 1.

OIIIITA METOJOJIOTAJA 3A ITPOLHEHY PU3UKA Y UKT
CUCTEMHUMA O ITIOCEBHOI 3HAYAJA

1. ¥YBoa

Omnmra METOHONOTHja 3a NMPOIEHy PH3HKa y MPHOPUTETHUM HU
BaxauM UKT cucremuma on moceOHor 3Havaja (y JaJbeM TEKCTY: Me-
TOJI0JIOTHja) MPEACTaBIba OKBUP 32 CIIPOBOheme 0OaBe3e MpoueHe pu-
3WKa Mponucane 3aKOHOM 0 HHPOpMaIHoHoj 6e30eanocTH (,,Cimyxoe-
U mnacHuk PC”, 6poj 91/25, (y nammem tekcty: 3UB)). V cknany ca
3axonoM omeparopu UKT cucrema on moceOHOT 3Ha4Yaja qy>KHU Cy Ja
noHecy AKT o niporieHu pusmka 3a UKT cucteme (y gajpeM TEKCTy: akT
0 MPOLCHU pH3nKa) u3paljeH y CKiIagy ca OBOM METOHOJOrujoM. Me-
Tozmosioruja 06e3oehyje jeAMHCTBeH U CTaHIapAU30BaH IPHUCTYII MPO-
LIEHH pU3MKa U IPUMEmbYje Ce Ka0 OCHOBHU METOZOJIOLIKH OKBHUD, a
noce6Ho je HamemeHa oneparopuma MKT cucrema on moceGHOT 3Ha-
Yaja KOji HEMajy MHTEPHHUM aKTOM ypeleHy NpoLeHy pu3uka. 3acHUBa
ce Ha ITSRM wmeromonoruju EBporicke xomucuje (omtyka Komucuje
(EU, Euratom) 2017/46 ox 10. janyapa 2017. roguHe 0 CUTYPHOCTH
KOMYHHKaIlMOHUX U MH(OPMAIMOHUX cucTeMa y EBporckoj komMucu-
ju), ENISA ,,Interoperable EU Risk Management Toolbox” u mehyHa-
ponuanm cranaapauMa NIST SP 800-30 Rev.1 u ISO/IEC 27005:2022.
[Ipumena meTonoNoruje UMa 3a LB IPABOBPEMEHO M €(UKACHO J0-
HOIICHE OTyKa O IPUMEHH Mepa 3allTUTE, Ka0 U CMAmbemhe PU3UKa U
nocineauna 6e30eJHOCHUX HHIMACHATA.

OBa MeToNoNIOTHja MPECTaBba CMEPHHIIE 3a CIpoBoheme mpo-
nene pusnka y UKT cucremnmMa ox noce6Hor 3Hadaja. Oneparopuma
UKT cucrema on moceGHOT 3Havaja, KOju Beh MMajy yCIIOCTaBIbEHY
MIPOLICHY PHU3HKa 3aCHOBAaHY Ha CIIEHAPHjUMA, IIPOLECHMa WIIH IPYTOM
METOOJIOIIKOM TIPHCTYILY, OHa CITyXH1 Kao pe)epeHTHH OKBHUP 3a Mpo-
Bepy yckimaheHocTH, a He kao 00aBe3a 3a MOHOBHO CIIPOBOheme mpo-
neHe. YcioBu yckialeHocTH moctojehe mpomeHe ca 3aXTeBHMa OBE
METONOJIOTHje AeTajbHHje Cy Ne(HUHUCAHN Y TauKH 5. METOIONIOTH]E.

AKT o mpoueHH pu3uka o6e30elhyje cucremarcky uaeHTH(U-
Kaljy, aHaJM3y W TPOLEHY PH3HKa MO0 MH(POPMAIMOHY Oe30emHoCT
UKT cucrema, y ckimamy ca 3akoHOM, y3umajyhw y oO3up cremeH
M3JI0XKEHOCTH PHU3UKY, BETMUMHY H 3Ha4aj oreparopa, BepoBaTHOhy n
030UIpHOCT 0€30€IHOCHUX WHIMICHATa, Ka0 U IHbHXOB IMOTEHIIMjaTHU

A€0.

JPYLITBEHH M €KOHOMCKH yTHIaj. Ha 0CHOBY OBOT aKTa JJOHOCH C€ aKT
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o 6e36ennoctn KT cucrema ox moceGHOr 3Havaja, KOjUM CE yTBD-
Dyjy TeXHHUKe, OpraHM3alMOHe, aIMHHUCTPATHBHE U (PU3HYKE Mepe
3aIlTUTE, CPa3sMEPHE HACHTH(OHUKOBAHUM PU3HIHMA.

AKT O NpOIIEHH PH3HKa IMOIUICKE PEIOBHO] PEBHU3HjU HajMArbe
jEIHOM TOMMIIBE, KA0 M Y ClIydajy 3Ha4ajHHX M3MeHa Yy MpeTHama,
PamBHMBOCTUMA, TEXHOJIOLIKOM MIIM OPraHU3alHOHOM OKPYXKEHY, pPaiu
obe30ehuBama cranHe yckiaal)eHOCTH ca 3aKOHOM U ofroBapajyher Hu-
Boa 3amrtute UKT cucrema ox moceGHOr 3Ha4aja.

JloHomeme AKTa 0 MPOLICHU PH3HKA, Kao B AKTa 0 6e30e1HOCTH
UKT cucrema on moceGHOT 3Hayaja je OArOBOPHOCT M 3aJaTak opraHa
ynpassbama oneparopa VKT cucrema ox moceOHOTr 3Havaja.

VY mmwpy 3amrute UKT crctema o moceOHOT 3HaYaja mpenopyka
je ma AKT o IpoLeHH pu3KKa Oy/e MOBepJbUB JIOKYMEHT KOjU HUje jaB-
HO JIOCTyMaH. AKT O MPOLIEHN PU3HMKA MOXKE C€ JaBaTH UCKJbYYHBO Ha
YBUJI JIWIFIMA KOja Cy 3aKOHOM OBJamheHa Ja ra 3axTeBajy, 6e3 moryh-
HOCTH JOCTaBJbama WK npociehuBama BaH oneparopa UKT cucrema
0] MOCeOHOT 3Hauaja.

2. Kopuurhenun mojmoBu

Y MeTononoruju KopucTe ce IMOjMOBH U3 obIacTu HH(popManu-
one 6e30enHocty, KT cucrema u npoueca ynpasibama puzunuma. ¥
HaCTaBKy Cy HaBCI€HU l'leMOBI/I U IBbUXOBA 3HAYCHA Y KOHTEKCTY OBC
METOIOJIOTHje:

IlojmoBu 3Hayeme

IIpouec pasymeBara npupojie pusHKa U yTBphuBama
HHBOA pU3HKa. HpC/ICTaBJ'ba OCHOBY 3a BPEJHOBAKHLE
PH3HKa U JIOHONICH-E OJUTYKa O TPETMaHy PH3HKa.

AHanu3za pu3uka

Beposarroha norahama Ilanca na ce onpehenu norahaj MM NpeTHa OCTBAPH.

Bunacuuk pecypca Ocoba koja je onroBopHa 3a pecypce.

Ocoba koja je oxroBopHa u opnamheHa ja ynpasiba

Biacuuk pusmka
PU3AKOM.

KomOuHamuja HeraTuBHOT yTHIaja 1 BepoBaTHOhe mojase

Bpennoct pusuka
pU3HKa, OJHOCHO BepopaTHolie jorahama.

Jorahaj
(event)

TTojaBa nim npomeHa ozipel)eHor CKyIa OKOJHOCTH Koja
MOJKe UMaTH 3Hayaj 3a 6e30eAHOCT MU [OCIIOBAIbE.

WnenTndukanyja pusnka TIporiec nperno3HaBama i ONMMCUBAbA PH3HKA.

Caaku jiorahaj Koju yrpoxaa pacroOKHBOCT,
HUHTEIPUTET, Ay TCHTUYHOCT, HEIIOPEUMBOCT WIN
TOBEPJBUBOCT TIOZIATAKa KOJH C€ UyBajy, IPEHOCE HIn
o6paljyjy nim yciyre Koje ce mpyxajy, oIHOCHO Koje Cy
nocrynse nyrem UKT cucrema.

Nunupent

VHXepeHTHU PH3HK BpenHoCT pusHKa Ipe mpuMeHe Mepa 3aIiTHTe.

CB0jcTBO KOje OCHTYpaBa Jia oAy WK HHdopManmje
HHUCY IPOMEHECHU UJIM YHUIITEHU Ha HeoBnamheHn HAYUH
Ol Kazia Cy Kp€upan, IIPEHETH U YCKIIaAUIITCHHU.

Wurerpurer

Optyka 0 HOCTyIHamy ca PU3HUKOM KOjy JOHOCH OpraH
ynpaeibama oneparopa MKT cucrema on moce6HOr
3Hayaja Ha OCHOBY JOKYMEHTOBAaHHX PE3yJITaTa IpOLeHe
pu3uka, y3umajyhu y 063up uaeHTuduKoBane npeTe,
TIPOLICH-EHN YTHUI[A] K BEPOBATHONY, PaCIIONOKUBE MEpe
3alITHUTE U INOCJIOBHU KOHTEKCT.

Wudopmucana omryka
(informed decision)

TexHNYKe, OpPraHU3aIlOHE, aIMIHICTPATHBHE M QH3HYKe
Mepe 3a ynpaBibame 0e30eqHocHuM pusuima UKT
cHCTeMa.

Mepe 3amture

Tpetupame pH3nKa pagy CMabeba, IMMUHALIM]E I

IMoctyname ca pusHKkoM .
TIPEBEHIH]€ HETaTUBHHUX IOCIICANIIA.

CBOjCTBO KOjHM C€ OCHTypaBa Jia cy HH(popMaIuje 1
¢ynknuje UKT cucrema 1ocTynHe caMo oBlamheHnm
JIHIAMA.

IosepsbuBocT
(confidentiality)

Ipeocranu pusuk (residual | Pusuk koju npeocTaje HAKOH MMOCTYNAba ca PUSUKOM,
risk) OIHOCHO HAKOH IIPUMEHE MEPa 3aLITUTE.

IMpuxBarame pu3nka CBecHa ouTyKa 0 npuXBaTamy onpehenor pusuxa.
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IlojmoBu 3Haueme

CBaka OKOJIHOCT, jioralaj Win pajisba Koja MOXe Ja
YIPO3H, HOPEMETU MIIM Ha APYTH HAYMH IITETHO yTHYE
Ha VKT cucrem, KOpUCHUKE cUCTeMa U ApyTa JIHLa ca
jacHOM BepoBaTHONOM HacTajama IITETE Y CIydajy Ja
HM30CTaHe peaKiuja.

IIpetma

TIporiena pu3snKa, y CMUCIy OBE METOIONOTH]E, je
CHCTEMATCKH IpoLiec uaeHTHdUKaIMje, aHaause u
BpEIHOBama pU3UKa KOjl/l MOTy YTHLIATH Ha pecypce
oneparopa KT cucrema oz moceGHOT 3Ha4aja, ca IUJbeM
na ce 06e30ee nHpOpMUCaHE OJUTYKE O IOCTYNamky

Ca TUM pu3unuma. HpoueHa pHU3UKa O6yXBaTa u
MOCTYIAmkE Ca PU3UKOM U TIpaliee pH3HKa Kao cacTaBHe
(hase LeNOKYIHOT [IMKITyca yIpaBibaka PU3HLEMA
nH(pOpMAIMOHe 6€30€THOCTH.

Ipouena pusnka

Jenan ox Tpu Kiby4uHa aTpuOyTa HHPOPMAILIMOHE
6e30e1HOCTH, CBOjCTBO KOjHM C€ OCHI'ypaBa JJOCTYITHOCT
u ynorpebspuBoct KT cucrema Ha 3axteB oBnamheHor
cy0jeKTa Wiy mporeca OH/a Kajga UM je morpedaH.

Pacrionoxusocr
(availability)

Cae mto numa BpeaHoct 3a oneparopa VKT cucrema

Pecypcu . b
(asset) oJ1 oceGHor 3Hauaja, ykibydyjyhu nonarke, xapasep,
: co(TBep, JIOKALHMje U JbYICKE pecypce.
— DyHKIMja HETaTHBHOT YTHIAja crieudHIHe TOCTeUIE 1

BepoBarHohe HEeHOT HACTaHKa.

CBeobyxBaTaH IIpOLEC yCMEPEH Ha KOHTPOILY PH3HKA

Ynpasipame pU3NIIMa .
P pHsiLL yaytap UKT cucrema ox moceGHOr 3Ha4aja.

VY1uuaj CrerneH HeraTMBHUX MOCJIEAHULA [0 OCTBAPUBAE
(impact) MOCIIOBHHX LIHJbEBA y CITydajy peanusaluje pusmkKa.
ODpekeHIpja Mepa yuecranoctu nojase oapeleHor nporahaja.

3. Tum/Pagna rpyna 3a cnpoBoljeme npouene pusuka

C 003upoM Ha KOMILJIEKCHOCT Mpolieca MPOLEHE pHU3UKa, Hpe
3anouMmamba MPOICHE PH3MKAa HEOMXOAHO je Ja OpraH yIpaBibarba
oneparopa UKT cucrema on nmoceOHOr 3Hauaja, KOjH je OArOBOpaH 3a
crpoBolerbe OBOT Mpolieca, UMEHYyje TUM/pafHy rpyiy, koji/a he pea-
JIM30BaTH LIEJIOKYIIaH MPOIEC NPOIICHE PU3HKA.

[Ipenopyka je ma opran ynpasibama oneparopa UKT cucrema ox
moceOHOT 3Havaja 00e30ei KBAIUTETHY eIyKallljy WIaHOBa THMa 3a
MPOLICHY PH3HKa M Pa3MOTPH YCIIOCTABJbAIE CTAIHOI MEXaHH3Ma 3a
npaheme 6e30eIHOCHUX PH3HKA, pa3MEeHy HCKYCTaBa M KOOPIMHALN]Y
aKTUBHOCTH y 00JIacTH HHpOpPMAIHOHEe 6e30eJHOCTH.

Opran ynpasssama oneparopa KT cuctema o moceOHOT 3Haua-
ja neduHMIIE OIICeT 3a aHAIN3Y PU3UKa, YKIbYUyjyhH u neduHHCcame
Tepro/a Ha KOjH Ce IPOIeHa PU3HKA OTHOCH.

Opran ynpasibama oneparopa UKT cucrema ox noce6HOr 3Ha-
Yaja je OJIrOBOPHO 3a 0100paBame IIaHa 3a MOCTYHAbE Ca PU3HKOM.

4. [Ipouena pusuka

ITporeHa py3KKa je CHCTEMATCKH IpoLec HACHTH(HUKAINje, aHa-
JIM3€ U BPEIHOBaba PU3HKa KOjH MOTY YTHLIATH Ha pecypce oreparopa
HUKT cucrema oj1 moceOHOT 3Havaja, ca UJbEeM Jia ce 00e3bene nadpop-
MHCaHE OJUTyKE O YIPaBJbakby THM PH3UIKMA.

IMpouena pusuka neduHUCcaHa OBOM METOOJIOTH]OM je MpOLeHa
pH3HKa 3aCHOBaHA HA PECypCHMa y OKBHPY KOje C€ PHU3HIH HICHTH-
¢buKyjy, aHanu3upajy U BpeaHyjy nonasehu on BPEIHOCTH M 3Hadaja
pecypca, Kao M Off MAEHTH(OUKOBAHUX NPETHH, PAlbUBOCTH U MOryhux
MOCJIEMIA 110 MOBEPJbHBOCT, HHTEIPUTET U PACHOJIOKHUBOCT UHGOP-
marmja u UKT cucrema.

[pouena pusuka (I pagpuxon 1) odyxsara cienehe npouece:

1. ledhunncame orcera (KOHTEKCTA) 3a aHAIH3Y PH3HKA;

2. Unentudukanyja pecypca Koja je y olcery aHalIn3e pU3uKa;
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3. Unentuduxanuja nperwu koje yruay Ha KT cucrem ox mo-
ceOHOT 3Havaja YHyTap KOHTEKCTa;

4. AHanu3a pU3HKa — paHTHPAbE U BPEIHOBAbE,

5. IlocTyname ca pU3UKOM U NIPUXBATalkbe PU3HKA,;

6. [Ipaheme pusuka.

Jedmumcarse oncera 3a
AHATHIY PH3HKA

Ilpahetse puanka

Haentidukaiuja nperibi

Ipaguxon 1: I[Ilpoyena puzuxa
4.1. Jlepunucarwe onceza (konmekcma) 3a ananusy pusuka

Jedunncame orncera (KOHTEKCTa) 3a aHAIU3Y PHU3HUKA je Mpolec
y OKBHUpY Kojer ce yTBpl)yjy OCHOBHU KPHUTECPHjyMH, OKBHP U OOHM
crpoBoljera MpoleHe pU3KKa M IpecTaBiba MoYeTHy (asy mporeca
yIpaBJbamka PU3ULNMA.

Jledunncame oKkBHpa 32 aHAIN3Y pPU3HMKaA 00yXBara:

— aHanu3y HajuiexxHocTH oneparopa KT cucrema ox moceOGHOT
3Hauaja;

— yTBphHBambe 3aHHTEPECOBAHUX CTPaHA M HUXOBUX OYCKUBAHA
u norpeba ox oneparopa KT cucrema on moceOHOr 3Havaja (Kopu-
CHHIIH, 3aMI0CIICHH, PETYJIaTop, MapTHEPH, UTA.);

— UICHTU(UKALM]Y eKCTEPHUX U MHTEPHHUX H3a30Ba (KOMIICTCH-
L[{je 3allOCIICHUX, 3aCTapeNid CHCTEMH, BelHKa 3aBUCHOCT oj Tpehe
cTpaHe, UTI.);

— neUHUCamE KPUTEPUjyMa 3a IPOLICHY U NPUXBATAbE PU3HKA,
Kao u

— ycIocTaBJbame OAroBapajyhe opranusanyje/Tuma 3a yupaniba-
BC PH3HLKMA.

Kpo3 neduHnCcame OKBHpa 3a aHANM3y PH3HKA, OJHOCHO KOH-
tekcta, oneparop MKT cucrema on moceGHOT 3Hauaja 06e36ehyje ja-
CHO M JIOKyMEHTOBAHO Pa3syMEBam-e¢ CONCTBEHUX IMOCIOBHUX LHJbEBA,
3aKOHCKHX M PEryJaTOpPHHX 00aBe3a, PEleBaHTHUX 3aMHTEPECOBAHUX
CTpaHa U HUXOBUX OYCKMBAHKa, KA0 U CHNCHU(PUUHNX KapaKTEpUCTH-
Ka HH(OPMAIMOHOT CHCTeMa KOjH je mpeaMeT ananuse. Ha Taj HaunH
oneparop UKT cucrema o moceGHOT 3Hayaja yCHOCTaBJba OKBUP 3
crnpoBolere aKTMBHOCTH MICHTU(UKALIMje, aHaTIM3e, IPOLICHE PU3UKA
U MOCTYIamka ca pu3uInuMa HHPopMaIrone 6e30eJHOCTH.

Jedunrcame okBupa 3a aHanmM3y pH3MKa 00e30ehyje mocnen-
HOCT, YIOPEIUBOCT U IIOY3IaHOCT pe3yJiTara IIpOLeHe PH3HKA.

4.1.1. Onuc cucrema

ITpBH KOpaK y HPOLICHN PU3HKA j€ U3paja ONUCca CUCTEMA YHYTap
kxoHTekcTa omneparopa UKT cucrema ox moceGHOT 3HaUaja KOjH YKIbY-
yyje nepuHUCame 00MMa MPOLECHE, YKIbYUYCHUX KOMIIOHEHTH U Orpa-
HHUYECHa y OKBHPY KOjUX C€ MPOLIEHA CIPOBO/IH.

Omnc cucteMa yHyTap KOHTEKCTa yKIbyuyje:

— ocHoBHe nozarke o oneparopy MKT cucrema ox noce6Hor 3Ha-
4aja,

— ONHC IVIaBHUX MOCIOBHUX [[MJbEBA M TIPOLIECa;

— uHdopmarje koje ce obpal)yjy y cBakoM mporiecy;

— nHpOPMAIOHE CUCTEME KOjH MOZIPIKaBajy MpoLece;

— xopumrheHu xapasep U copTBep — HHPpacTpyKTypa,

— NUIeHLE U cepTudUKare;

— nobasspave, koHTakTe U SLA nmapamerpe;

— PeAyHIOAHTHOCT CHCTEMa U eBEeHTYaIlHe ,,single point of failure’
TayKe;

— JIOKalmje mpoueca u HHYPACTPYKTYpE;

— 3aBHCHOCTH Mel)y mpouecuma;

— noTpeOHe JbYIICKE pecypce M BUXOBE KOMIIETCHIIH]E 3a OpKa-
Bame CHCTEMA.

Omnuc cucTeMa MOKe MOCTOjaTH Kao moceGaH JIOKyMEHT, ajid
Mopa OUTH PEIOBHO aKypHpaH y CKJIaay ca poMeHama cuctema. Exe-
MEHTH HaBEJCHH Y OBOM ONIEJbKY Cy OpHjeHTanuonu, oneparop UKT
CHCTEMa 01 I0CeOHOT 3Havaja ux mpuiiaro)aBa CBOM KOHTEKCTY U 00H-
My TpolieHe, Boaehu padyHa aa omuc cuctema oMoryhasa jacHo pasy-
MeBambe TPAHUIIA CHCTEMa KOjH j€ TIPeMET aHaIn3e.

ITpuinKoM H3pajie OKca CUCTeMa MPEenopy4yje ce Jia orneparop
UKT cuctema on moceOHOT 3HaYaja y3mMe y 003Up U CTPaTEeTHjy pa3Bo-
ja uHbOpMaILHOHOT cucTeMa, nMajyhn y BHIY Ja MIaHHpaHe TEXHOJIO-
IIKE U OPTaHU3aI[MOHE IIPOMEHE MOTY OUTH W3BOpP HOBUX PH3HUKa, KOje
j€ HEOMXOJHO Pa3sMOTPHUTH Y OKBUPY IPOLCHE PH3UKA. YKOJIHMKO OIle-
parop UKT cuctema on moceGHOr 3Hauaja He pacHonaxke GopManuso-
BaHOM CTPATETHjoM pa3Boja MH(OPMAIMOHOT CHCTEMA, Ipernopydyje
ce 1a 00pasiIoxku pasiore 300T KOjUX CTPaTEeIIKo IUIAaHUpAmEe Pa3Boja
WH(POPMAIIMOHOT CHCTeMa HUje POpMATH30BaHO.

>

4.1.2. Onuc nHPOPMAITOHUX CHCTEMA

Hakon omuca cucrema ciead Onuc MHGOPMALMOHHMX CHCTEMA
oneparopa MKT cucrema ox moceOHOT 3HaUaja Koju 00yxBara:

— Ha3WB ¥ HAMEHY CHCTEMa;

— (D)YHKIMOHAJIHOCTH U Be3y ca IOCIOBHUM IIPOLIECHMa;

— BpCTe ¥ Kiacu(UKalHujy MoaaTaka;

— KPUTHYHOCT TI0 TIOCJIOBHE MPOILIECE;

— MOJIUTHKY ¥ yYECTAJIOCT PE3ePBHUX KOIIHja;

— OITMC KOPUCHHKA;

— apXUTEKTYpY CHCTEMA,;

— KOMYHHKaIKjy ca HHTEPHUM H €KCTEPHUM CHCTEMHMA;

— Ha4¥H OJIp)KaBarba — MHTEPHU UM EKCTEPHH;

— nobasspaue u SLA mapamerpe;

— 3aBHUCHOCTH ¥ OTPaHNYCHA CUCTEMA.

Oneparop KT cucrema ox nmoceOHOr 3Hayaja MOXXe UACHTU(H-
KOBATHU BHIIIE HE3aBUCHUX CHCTEMa KOjU MOTY UMATH Pa3iIM4UTe Kapak-
TEPUCTHKE.

4.2. Hoenmugurayuja pecypca koja je y onceey ananusze pusuxa

Unentudukanuja pecypca koja je y OICery aHajnM3e pH3HKa
NpeJicTaBba MPOLIEC MPENo3HaBamba CBUX pecypca KOju MMajy Bpel-
HocT 3a onepatopa KT cucTema 071 moceOHOT 3Hayaja U KOju 3aXTeBa-
jy npuMeHy ofroapajyhux Mepa 3amTure.

Pecypc je cBe mito nperncrasiba BpeaHocT 3a oneparopa MKT cucre-
Ma 071 TIOCEOHOT 3Ha4aja ¥ 3aXTeBa MPUMEHY OATOBapajyhnx mMepa 3amTi-
te. [IpmmkoM naeHTHGHKAIN]E pecypca HEOITXOIHO je Y3eTH y 003up aa
ce KT cuctem He CBOIM MCKJbYYMBO Ha Xap/IBEPCKe U COPTBEPCKE KOM-
noHeHTe, Beh oOyxBara IIMPH CIIEKTap pecypca, YKbydyjyhu Jokammje,
xapaBep, codhTBep, 3anociene, nadopMmarje u Tpehe cTpaHe.

[ponec uneHTudMKaNUje pecypca CIPOBOIN C€ Y OOUMY KOjH
omoryhaBa NpUKyIJbamke MOTIYHHX U PEIEeBAHTHUX MH(OpMalHja 3a
aJIeKBaTHY IPOLICHy pu3nKa. HaunH Ha KOjH ce CIPOBOAU MICHTU(HU-
Kalyja pecypca, OJHOCHO HUBO NETaJbHOCTH, YTHYE Ha KOJIMUYHMHY U
BpCTY MH(OpMaIHja KOjU Ce MPHUKYIIJhajy TOKOM IPOIIeHe PU3HUKa, IPH
YeMy ce MPELU3HOCT U NyOrHa aHalM3e MOTY MOCTeleHo yHanpehusa-
TH KpO3 TIOHOBJbCHE LIHKJIyCE MPOLICHE PU3HKA.

Wnentudukanmja pecypea Kojy je moTpeOHO 3alTHTH U TPOLIeHA
mbeHe BpenHocTH (y cMucity yruuaja koju he oneparop UKT cucrema
o1 moceOHOT 3HaYaja MPeTPHETH Y CIy4ajy WHIUACHTA) CYy OX KIbY4-
HOT 3HaYaja MPWINKOM aHalM3e PU3MKa. Y TOM CMUCILY, IIpeliaxe ce
neduHucame creldUIHUX KaTeropuja pecypca 1 Mperu3npame CBUX
pecypca Koje kaTeropuje pecypca o0yxBarajy.

Cpaku UKT cucrem moxxe oOyxBaruTh cienehe KaTeropuje pe-
cypcea:

— Jlokanwmje;

— Xapzasep (oOyxBara u MpexxHe ypehaje v eneKTpOHCKY KOMYHH-
KaIMoHy HHpacTpyKTypy y cmuciy 31b-a);
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— Codraep;

— 3amocnene (1o yiaorama) 1 BUXOBE KOMIICTCHIIN]E;

— Wndopmanuje — HemaTepujaiHa UMOBHHA;

— Tpehe crpane (o6aBpaym U MAPTHEPH).

Pesynrar nporneca uneHTHOUKALMjE pecypca je u3pajaa perucrpa
pecypcea (Tabera 1), xoju oneparop UKT cucrema ox moceGHOT 3Ha-
yaja mpuiaroh)aBa CBOjUM moTpebamMa U OPraHU3aIMOHOM KOHTEKCTY U
HajMame canpku cnenehe momgarke:

— Hasus pecypca — ume koje he ce KOpHCTHTH 3a TO CPEICTBO y
OKBHUPY aHAJIN3€ PH3UKA;

— BracHuK — MMe Min paJjHO MECTO OZITOBOPHE 0cOo0e 3a MpaBuIl-
HO yIpaBJbame WK KOpUIIhemne CPeCTBa;

— Kareropuja — kaxo je neduHncaHo y IPeTXOIHOM Jielly OBE Me-
TOHOJIOTH]E;

— Jlokarmja — tae je pU3HYKK MOCTAaBILEHO CPEICTBO (YKOIHKO je
TIPUMEHHBO);

— KpuTHYHOCT — npolieHa BPEIHOCTH pecypca ca HUBOUMA Koje
omneparop UKT cucrema ox mocedHor 3Hauaja camocTaiHo oapehyje.

Hasus pecypca | Baacuuk Kareropuja Jlokanuja Kpurnunocr
Armmukanyja 1 | Ierap Ilerposuh | CoprBep Jupexuuja
Cepsep 1 Jupexrop UT Xapnsep Jlara uenrap

Tabena 1: Pecucmap pecypca

Omneparop UKT cucrema o nmoceGHOr 3Hauaja MOXKe KOPHCTUTH
0110 Koje MPOM3BOJE, YCIyTe, alUTUKALMje WK ajaTe 3a JOKyMEHTOBa-
€ PETHCTpa pecypea.

4.3. Hoenmudghuxayuja npemrou

WnenTudukanyja npeTwy je MpoLec CUCTEMATCKOr M CBeoOy-
XBaTHOT TIPENO3HaBamba NPETHU KOje MOTY HETaTUBHO YTHIATH Ha
HUKT cucreme, nocnosHe npouece u pecypce oneparopa UKT cucrema
of1 moceOHOT 3HaYaja.

Wnentudukanuja npermsu crpoBoau ce HakoH mmro ¢y UKT cu-
CTEMH, TTOCTIOBHH IIPOLECH U PECYPCH Y OIICETy MPOIEHEe PU3UKA jaCHO
nedunncanu. [{up oBor mporeca je CHCTEMaTHYHO M CBEOOYXBaTHO
TIPETIO3HABAE MPETHH KOje MOTY HEeTaTUBHO YTHIATH HAa MACHTH(H-
xoBaHe pecypce oneparopa KT cucrema o moceOHOr 3Hayaja.

Wnentudukanmja npeTHH CIPOBOIN Ce KPO3 HEKOIUKO KOpaka
(I’ paghuxon 2).

Vinphimaie
SIPHMCHBHEHN
wareropijn

Amanisa
TR
peTIng
npeTis

4.3.1. Kopumheme Karanora npersu nadopmannone 6e36e1HOCTH

Omneparop VKT cucrema ox mocebHor 3Hadyaja xopuctu Kara-
JIoT TIpeTHH nHpopMarroHe 6e30eqHocTr (y AajbeM TekcTy: Karamor
MIPETHH), KOjH j€ CAaCTAaBHHU JIE0 OBE METOJIOJIOTHje, Ka0 OCHOBHH U3BOP
3a uneHTudukanyjy npermu. Oneparop UKT cucrema o mocebHOT
3Ha4Yaja MOkKe KOPUCTUTHU M COIICTBEHH KaTaJIOT NPETHH YKOJIHUKO I10-
KpHBa UCTE OCHOBHE KaTeropuje npeTmy kao Karaior npeTmu u3 ose
METOJIOJIOTHj€.

Karanor npermu o0yxBara cinenehe kateropuje nmpeTmu:

— IIPUPOZHE NPETHE;

— UHAYCTPH]jCKE TPETHE;

— IpelIKe ¥ HeHaMepHH TIPOITyCTH;

— HAMEpHH Hama/u;

— IpeTHe T0Be3aHe ca yclyrama Koje ce Ipyajy oreparopuma
UKT cuctema ox noceGHOT 3Haydaja, ykbydyjyhu ycnyre padyHapcTBa
y obnaky u yciyre Tpehux nmra;

— MHCajAepCKa IPETHha.

4.3.2. YTBphUBame NpUMEHUBHUX KaTEropyja MpeTmbU

Oneparop KT cucrema ox noceGHOr 3Hauaja yTBphyje koje Ka-
TETOpHje MPETHH Cy PENIEBaHTHE 332 ETOB KOHTEKCT, y3uMajyhu y 00-
3up kapakrepuctuke KT cucrema.
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4.3.3. IloBe3uBame NpeTHU ca pecypcuma

3a cBaku uneHTuduKoBanu pecypc omeparop MKT cucrema or
noceOHOT 3HaYaja MAEHTU(UKYje MojeNuHadHe npeTmke u3 Karamora
MIPETHH Koje MOTY yTHIIaTH Ha Te pecypce. [Ipu ToMe ce Boau padyHa
JIa NI0jeINHE TIPETHEe MOTy OMTH NPUMEHBHBE caMo Ha oapeleHe Kare-
ropuje pecypca (Hmp. xapaeep, codTsep, uHpopManuje, JbYACKHA pe-
cypen).

4.3.4. Ananu3a yTunaja npeTubu

3a cBaky MICHTH(HKOBaHY INpeTHy yTBphyjy ce moTeHIujaiHe
HOCIEAHULE HO:

— MOBEPJBHUBOCT;

— HHTETPUTET;

— pacnonoxxusoct nHpopmaryja u UKT cucrema, kao n

— M3BOp NPETHE (HAMEPHH, CITyYajHH, IPHUPOTHNI).

IMpenopyka je na oneparop KT cucrema o moceGHor 3Ha4aja, y
OKBHpY aHAJIM3€ YTUI[aja IPETHH, JOKYMEHTYje U PabUBOCTH pecypca
KOje Cy peJIeBaHTHE 3a MICHTH(HKOBAHE IPETHE, jep N03HABAKkE pa-
BUBOCTH JJONPHHOCH MPEIM3HIj0] IPOIIEHN BepoBaTHohe n yTuiaja.

PamuBocTH KOje MOry OuTH McKopHIIhieHe 32 OCTBAPEHE HACH-
TU(QHUKOBAHUX NPETHH, KA0 U MOTYhH MHIUIEHTU KOjH U3 TOTa MOTY
nponcrehn, TOKyMEHTYjy ce y ORHOCY Ha KOHKPETHE pecypce, TOCIOB-
HE mporiece u nocrojehe Mepe 3amrTure.

4.3.5. Unentudukanuja T0AaTHAX TPETHU

VYromuko oneparop UKT cucrema ox moceGHOT 3Havaja Iperno3Ha
npeTe Koje Hucy oOyxBaheHe Karanorom mpermsHu, TakBe NpeTme ce
JIOKyMEHTY]y Y 3ac€OHOM HHTEPHOM JTOKYMEHTY Ha KOjU C€ aKT O Ipo-
LICHH PHU3HKa TI031Ba, y3 00Pa3IOKeHE BUXOBE PEIICBAHTHOCTH.

4.3.6. JlokyMeHTOBam€ pe3yarara

Pesynrtatn uaeHTH(UKALMjE TPETHH JOKYMEHTYjY ce Kpo3 Je-
¢bunncame ypehenux penanuja usmely pecypca u npetu (Tabena 2).
OBe penanyje MpeacTaBbajy OCHOBY 3a ajby aHAJIHM3y U BPESIHOBAE
pH3HKa.

Pecypc TIpetwa

Bupyc
I'pemika y nonauuma
Heosnaithenu ynan

Coodrsep 1

Tloxap
Ksap
Heopnamhenn npucryn

Xapnsep 1

Tabene 2: Pecypc — npemrma

4.4. Ananuza puzuxa — paneuparse u 6PeoHO8aAe

AHann3a pHu3HKa je IpoLec Y OKBHPY KOjer ce BPINHU IpOoIeHa
3HaYaja HACHTH(HKOBAHMX PH3MKA KPO3 aHANU3y yTHIaja ¥ BepoBar-
Hohe norabama mpeTwH, M IIpeicTaB/ba LEHTpanHy (asy mpoueca
yIpaBjbamka pU3ULUMa HHPOpMaIOHe 6e30eHOCTH.

AHanusa pusMKa IpecTaB/ba OCHOB 32 YIPaBJbabe PU3ULNMA U
MoJIa3Hy TavKy 3a JepuHUCAake IbeBa HHQopManoHe 0e30eTHOCTH
YCMEpeHHUX Ha 3amTuTy pecypca oneparopa UKT cucrema ox moce6-
HOT 3Ha4aja, OJHOCHO JIOHOIICHC OUTyKa O MPHOPUTETHMA, U300py
Mepa 3alUTUTE U NIOCTYTamby ca UICHTU(PUKOBAHUM PH3ULIIMA.

[ponena pusuka y obmacti nHPpopManrone 6e30eAHOCTH 3aCHU-
Ba c€ HAa aHAJM3M KOMOMHAIM]e JBa KJbyYHa (haKTOpa: yTUIlaja U Bepo-
atHOhe nmorahama.

— ¥YTHnuaj npencrasiba 030MIBHOCT MOCIENIIA, KOje MOTY HacTa-
TH 110 PeCypce YKOJIHKO Ce MPETHA peatusyje.

— BepoBatrnoha gorallama o3HauaBa mHpoleHy LIaHCE Ja ce
oznpeleHa npeTHa WK HeXXeJbeHH poralaj 3ancTa oCcTBapi.

KomOnHOBameM NpOLEHEHNX BPEAHOCTH YTHIaja 1 BEPOBATHO-
he morahama, oneparop KT cucrema on moceGHor 3Havaja gobuja
BPEIHOCT pHU3HKa, WITO OMOryhaBa HHXOBO PaHTHPAHEe H HPHOPHUTH-
3a1ujy.

C 003upoM Ha TO za je Mpenu3Ha MPOLEeHa YTUIlaja U BEpOBaT-
Hohe morahama 4yecTo M3a30BHA, Y OBOj METOJOJIOTHjH CE€ KOpUCTE
npeaepMHUCaHN KPUTEPUjYMH 3a BPEAHOCTH, OAHOCHO KBAJIUTaTHBHA
aHaJIM3a PU3HKA.
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4.4.1. Bpennocru 3a yTuiaj

HeraruBaH yTHIaj IpescTaBba jeqaH of JiBa OCHOBHa (akropa
3a ozpehuBame BPEIHOCTH PU3MKA y OKBHUPY KBAJIHTATUBHE aHAIN3E
pu3uka. Ilox HeraTMBHMM yTHI@jeM IOApa3yMeBa Ce€ CTEINEH INTeTe
KOju MOXe Hactaty 1o pecypce oneparopa KT cucrema on moceGHOr
3Ha4aja U MOBe3aHe MOCIOBHE MpoIece y Clydajy peaiu3anuje oape-
hene npetme.

Pangn jemHocTaBHHMje M JoclienHE NpOLEHE, HEraTHBAH YTHIA]
ce BpeHyje kopuihemeM ckaie ox 1 10 5, y ckiaay ca JOKyMEHTOM
,,Interoperable EU Risk Management Toolbox” (Tabena 3).

Caaxu omneparop UKT cucrema ox nmoceGHOr 3Hauaja MOXe Je-
(uHHCATH CBOje OKBUpE, BPEOHOCTH U PaHTHpame yTUIIja Y OTHOCY
Ha CBOje notpeoe.

YTHuaj Bpennoct Omnmnc

Beoma Bucox — 5
Karactpodanan

— Peanu3zarmja npetme n3asuBa KaracTpodaHe
TIOCIIEIUIIC 110 TTOCIIOBAKSE.

— Lypeme nnpopmanuja koje MOry yrpo3uTH OIICTaHAK
oneparopa KT cucrema ox nmoceGHOr 3Havaja.

— Ilypeme nozaTaka o JJMYHOCTH BEIUKOT 00MMA HITH
OCETJFMBHX KAaTEropuja rojiataka Koje Moke u3a3BaTu
3HAYajHY IITETY IO MpaBa U coboe GPU3NUKKX THLA.
— HemnonpasbyBr KBapOBH MM TPAjHH HPEKUJH Y
pajy cucrema.

— HenocrymHocT Koja 3aXTeBa €KCTPEMHE Harope 3a
noBpaTak (HyHKIHOHATHOCTH WIIH j€ TpajHa.

— O30usbaH HEraTHBAH YTULIA] HA PEIyTALH]y HIH
3aII0CNICHE Y3 3HAYajHY MEIN]CKY MaKIby.

— Ipecranak cBUX yciyra koje npysxka oneparop MKT
cucTeMa ofl MoceGHOr 3HaYaja.

— 3aKOHCKE CAaHKIH]jE HIIH BEIMKES HOBYAHE Ka3HE.

— IMocnemie cy CKOPO HEMOBPATHE MK
HEHaJI0KHaMBe (HIp. CMPT, HeMoryhHocT paza).

Bucok — 4
KpUTUYAaH

— Peanusanuja n3asusa 3Ha4ajHe HEraTHBHE
HOCIIEHIIE TI0 OCTIOBAbE.

— Iypeme napopmarja koje 036MBHO yrpoxana
untepece oneparopa UKT cucrema o nocebHor
3Hauaja.

— Iypeme noziaTaka o JIMYHOCTH KOje yrpoXkaBa Ipasa
¥ c106071e QU3MYKKX JTHIA U MOXKE PE3y/ITOBATH
HOBYAHHUM Ka3HaMa y CKJIay ca MPOMHCUMA O 3allITUTH
oj1aTaKa O JUYHOCTH.

— HacTaBak HeOCTYIHOCTH YCIIyTa ca 3Ha4ajHHuM
OIEPATHBHUM MPOOIeMUMA.

— ITax yriena oneparopa KT cucrema ox moce6Hor
3HaYaja.

— OUHAHCHjCKU IyOULH MM NOJATHH TPOIIKOBH 300T
TIPETHE.

Cpenmu — 3
HpocedaH

— Peanmsanuja n3a3uBa yMepeH HETaTHBHH eeKar 1o
MOCTIOBabE.

— Lypemwe nndopmarmja koje yTudy Ha HHTEpece
oneparopa MKT cucrema oz moceOHOT 3Hauaja.

— IIpuBpeMeHa mTeTa yriemy.

— M30110BaHY MHIMACHTH Ca MUHUMAJTHUM yTHIQ]EM.
— IoTeHumjaHe Ka3He WM MambH QHHAHCHjCKU
ryounm.

Huzak — 2
MapruHajiaH

— Peanmsanuja npeTme MMa OrpaHIYeH yTUIAj Ha
HOCIIOBAIbE.

— Lypeme nHdopmanmja Koje Cy ITETHE, alu He
YrpoaBajy BUTaJIHE HHTEpece.

— Hegnocrarak 10CTYIHOCTH yCITyra caMO H3a3UBa
HEYTOIHOCTH.

— Moryha Mezujcka KpUTHKa, i 6e3 3Ha4ajHHX
HOCIIE/HIIA.

— Mauu ry6uIm Koju ce J1ako HajokHabyjy (HIp.
H3ry0JbEHO BpeMe).

Beoma Hu3ak — 1
3aHeMapJbuB

— Peanmsanuja npeTme MMa HE3HATaH HIIM MHHIMAIIaH
YTHIIa] Ha MOCIIOBabE.

Tabena 3: Bpeonocmu 3a ymuyaj

4.4.2. Bpennocty 3a BepoBaTHOhy norahama

BepoBarHoha nmorahama npencraBiba Apyrd KJbY4HH (GakTop 3a
onpehuBame yKynHe BPEIHOCTH PU3HKa Y OKBUPY KBAJUTATHBHE aHA-
nm3e pr3uka. OHa 03HAYaBa IPOLCHY IIaHCe Aa ce ofapeheHa nperma
octBapu y koHTekcTy nocrojehux MKT cucrema U mocaoBHUX Mpolie-
ca oneparopa KT cucrema ox moceOHOT 3Ha4aja.

3a jakmly © JOCIEIHYy IpolLeHy, BepoBartHoha norahaja ce
BpenHyje KopuimhemeM ckaie ox 1 mo 5, y ckiaxy ca JOKyMEHTOM
., Interoperable EU Risk Management Toolbox” (Ta6ena 4).

Omneparop UKT cucrema on moceOHOT 3Ha4aja MOXe, y CKIamy
ca CBOjUM morpebama U crienu(pUIHOCTUMA, JeUHHUCATH CONICTBEHE

OKBHpE, BPSAHOCTH U HAYWH PaHIHpara BepoBaTHohe norahama, Kako
61 00e30e110 TOy3/1aHy U ycarIalieHy MpoIeHY pU3HKa.

BepoBaTHoha Onuc

nporahama

Bpeanocr

Beoma Bucoka 5 [perma he ce ckopo curypHo octBapuTu 360r
TI0CTOjakba PAaHBOCTH KOjeé C& MOTY MCKOPUCTHUTH, &
ozrosapajyhie Mepe 3aIlTUTe He MoCToje.

(BepoBarHoha peanmsanuje y nepuony o 0 1o 90 nana)

Bucoka 4 TIperma he ce BepoBaTHO OCTBAPHUTH, jep MOCTOj&
PamBUBOCTH KOje C€ MOTY HCKOPHCTHUTH, a moctojehe
Mepe 3alITUTE Cy HeeUKacHe MM 3acTaperie.
(BepoBarHoha peasnusanuje y nepuoay ox 90 1o 180

JlaHa)

Cpenma 3 IMpeTma ce MOTEHIMjaTHO MOXKE OCTBAPHTH 300T
nocrojehux pambUBOCTH, HAKO MOCTOje oapehene mepe
3aIITUTE, KOje OU Morie OuTH eduKacHuje.
(BepoBarHoha peanusauuje y nepuony ox 180 nana 1o

jeIHe TouHE)

Hucka 2 IpeTma ce BepoBaTHO Hehie OCTBapHTH jep Cy cBe
TI0BE3aHE PAamHBOCTH MOKPUBEHE OfiroBapajyhum
Mepama 3alITHTE.

(BepoBatHOha peanu3aruje y NepHoxy Of jefHe 10 TPU
TO/INHE)

Beoma nucka 1 Maro je BepoaTHO J1a hie ce NpeTHwa 0CTBAPHTH,
Oyayhu 1ia cy cBe MoBe3aHe pabUBOCTU ePUKACHO

HeyTpaIHCaHe MepaMa 3aIuTHTe.

Tabena 4: Bpeonocmu 3a eeposamuoliy doeaharea

4.4.3. Marpuua pusmka

Marpuna pusuka (Tabera 5) ce KOPHCTH 32 H3padyHaBambe PU3M-
Ka ¥ BUXOBY KaTeropusalujy npeMa HUBOy 030MJbHOCTH. Bpennoctn
NIpUKa3aHe y MaTpHIM U peructpy pusuka (Tabena 7) ogHOCE ce Ha
HWHXEPEHTHH PU3MK, OTHOCHO PHU3HUK Ipe NIPUMEHe Mepa 3allTHTe.

HakoH 1ITO ce 3a CBaKkH JIeo pecypca POLEHH HeraTHBHU YTULIA]
u BepoBaTHOha noralama, N3padyHaBa ce BPEIHOCT UJICHTH(HUKOBAHOT
pu3uka mpema cieaehoj hopmymu:

Bpennoct pusuka = (Bpegnoct yruuaja) x (Bpeanocr
BepoBaTtHohe qorahama)

5 5 10
4 4 8
3 3 6
Bej THoha
norahama 2 3 4
1 1 2 3 4 5
1 2 3 4 5
Yruuaj

Tabena 5: Mampuya puzuxa

VY ckiagy ¢ MaTpUIIOM pu3nKa, H3padyHaBa ce HUBO pusuka (7a-
6ena 6) Koju MOXKE UMaTH jeqHy o clienehnx HuBoa 030MIbHOCTH:

Cpenmbn pu3HK

Huzak pu3unk

Beoma nu3zak pH3HK

Tabena 6: Husou 036umsHocmu pusuxa

ITo 3aBpiIeTKY OBOT IpOLIECa, CBH PU3UILIHU CY UACHTU(DUKOBAHU U
KBAaHTHU(HUKOBAHU U MPUCTyMa ce ciegehnm koparmma:

— KpeMpame PErucTpa pusHka, u

— onpehuBame NPUXBATIFUBOT PH3HKA.
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Cgaxu oneparop UKT cucrema oz noceGHoOr 3Hauaja Moxke Ae(hMHUCATH CBOje OKBUPE, BPEAHOCTH U PaHTUpambe PU3HKA Y OIHOCY Ha CBOje

morpeoe.

4.4.4. OnpelhuBame NPUXBATIEUBOT PH3HKA

IpuxBat/buB pU3MK AeHHUILIE Ce Kao HUBO pu3nkKa koju oneparop KT cucrema oz moceGHOr 3HaYaja cMaTpa NPUXBATIbHBUM Y KOHTEKCTY
CBOjHX IIMJBbEBA, peCypca i MOCIOBHUX mporeca. OBaj HUBO pH3HKa OfipakaBa PaBHOTEXKY HU3Mel)y MocTH3ama 1MJbeBa U NpHXBaTama oapeleHor

CTENCHA U3JIOKCHOCTHU PU3UIIMMA UM HEAOCTATKa MEpa 3allITUTE.

ITomrto oneparopu MKT cuctema on moceOHOr 3Hauaja MMajy pa3IMuUTy TOJNEPAHIHU]y NIPEMa PU3UKY, Ae(HHNCambe IPUXBATIFHBOT HUBOA
PH3HUKa 3aBUCH O ceu(UYHUX IOCIOBHHX 1IMJbeBa U KOHTeKcTa. Ha 0CHOBY yTBpheHOr npuxBaTibuBOr HUBOA pHu3uKa, oneparop KT cucrema
of1 moceOHOT 3HaYaja JOHOCH OJUTYKY O TOME KOje PU3HKE MOpa TPETUPATH, OMHOCHO KOje pH3HKe Tpebda MPUXBATHTH.

Oneparop MKT cucrema on noceGHOr 3Havaja AeMHHUILIE KPUTEPHjyMe 3a YTBphHUBabe IIPUXBATILHBOT PU3HKA, KOjH CIIy’Ke Ka0 OCHOBA 3a

JOHOULICH-€ O/UIyKa O yIIpaBJbalby pU3HUIIUMa.

4.4.5. U3pana perucrpa pusuka

Perucrap pusuka npezacrassba 10KyMeHT koju oneparopu KT cuctema ox noceGHOr 3Hauaja KOpHUCTe 3a npahere, T0KyMEHTOBabe U yIpa-
BJbambe UICHTH()MKOBAaHUM pU3HIIMMa. BpeHOCTH pr3nKa eBHICHTHpaHE y PETHCTPY PU3NKa NIPEACTaBIbajy HHXEPEHTHH PU3HK, PU3HK IPOICHEH
npe npuMeHe Mepa 3amrure. [Ipeoctany pu3uK HAKOH IIPUMEHE Mepa 3alliTHTE TOKYMEHTY]e ce y PEericTpy Hoctynama ca pusukoM (Tabena 8).

Perucrap npyxa cBeoOyxBaTaH Nperies pUsHKa, YKby4dyjyhu HBUXOBEe KapaKkTepHCTHKE, BEpOBaTHONY, MOTEHIHMjaIHH YTHIIj, CTpATerHje
MOCTYNama ca PU3UKOM U CTaTyC Mepa Hpeay3eTHX pay CMambEemha W KOHTPOJIE PU3HKA.

Perucrap pusuka (Tabera 7) Tpeba na caapxu Hajmame cienehe enemenre:

— Hasus pecypca;

— IIperma;

— Bpennocru BepoBarHohe norahama;

— Bpennocr yruiaja;

— Bpennoct pu3nka (kako je neHHHCAHO Y MaTpHUIIN)

— MMmiemeHTHpaHe Mepe 3aIlTHTe;

— ITocryname ca pusukom (U3 Taduke 4.5. 0Be MeTo0JI0TH]€E);
— BiacHuk pusuka.

Perucrap pusuka ce peZjoBHO aXypHupa, MoceOHO HAKOH NMEPUOANYHE MPOIIEHEe PU3HKA, KaKo OW ce OCUTypalo 1a HHYOpMaIlije OCTaHy aK-

TyellHe U PENeBaHTHE.

Pecypc IIperma BepoBarnoha nqorahama | Yruunaj Puszuk

IMoctyname ca

HmniiemenTHpaHne Mepe 3aliTHTe
PH3HKOM

BaacHuk puzuka

Cepsep ABLL | IToxap 1 4 4

IIpuxsahen npeocranu

CucreM 3a rauieme noxapa
pH3HK

Jupexrop UKT

Tabena 7: Pecucmap puzuxa

4.5. Illocmynamwe ca pusuxom

[octynmame ca pusnkoM o0yxBaTa aKTHBHOCTH M OIIyKe KoOje
oneparop KT cucrema on moceGHOr 3Havaja mpeay3uMa pagy ynpa-
BJbarba UICHTU(GUKOBAHIM PH3HIMMA, Ca [IMJbEM IbHXOBOTI CMAaIbemha,
KOHTPOJIE WITH TIPUXBATamba.

IMocTyname ca pU3NKOM MOApa3yMeBa CIPOBOhEHEe aKTHBHOCTH
WU JOHOUIECHE OJUTyKa y BE3H Ca WACHTU(GHUKOBAHIM PH3UIMMA, HH-
XOBHM HHBOOM O30MJbHOCTH M Ha4MHOM IOCTymama. IIpouec ykiby-
4yje MpUMEHY Pa3IMYUTHX CTpaTerdja U Mepa ¢ HHJbEM CMamberma Be-
poBarHOohe HacTaHka pU3MKa M yOlaXkaBama ITOCIEIHIA KOje PH3HIH
MOTY UMaTH Ha 6e30emHoCT nHpopMaImja.

IMocTynatme ca pU3UKOM MOXKE CE€ CIPOBECTH jEIHOM O] Clele-
hux crparermja:

— [PUXBAaTamke PU3MKA;

— npedanyBame/ IeJbemhe PU3HKA;

— u30eraBame pU3MKa;

— TpeTMaH — o0paga pu3uKa.

OtyKy 0 0gabupy cTpareruje 3a MoCTyname ca PU3UKOM JIOHO-
CH BIIACHUK PH3HKA.

WnentnduxoBanu pusuny U onabpaHe CTpaTeryje MOCTyNarmba
NIPE/ICTaBJbajy OCHOBY 32 MMIUIEMEHTALWjy Mepa 3allTHTe KOojuMa ce
YTBpYyjy KOHKpETHE TEXHHYKE, OpPTaHH3alMOHE, aJMHHHCTPATHBHE
u QusHuKe Mepe cpa3MepHe WICHTU(GUKOBAHUM PH3ULIMMA, Y CKIALy
ca wianoMm 10. 31b-a. Ha Taj HauuH nipolieHa puU3MKa OCTBApYje CBOj
IIyHHU ONepaTHBHU edeKar.

4.5.1. IIpuxBaTtame pu3uka

IlpuxBarame pH3MKA IPEICTaB/ba CBECHY OMUIYKY oOIeparopa
UKT cucrema on moceOHOr 3Hawaja Jla HE NpeAy3UMa JoJaTHE Mepe
3a CMamkeHbe WM KOHTPOITY ofpeleHnx naeHTH(HUKOBaHUX pu3nKa, Beh

Jla MX 3aIpXK{ Ha ofipel)eHOM, IPHXBAaT/EMBOM HUBOY. OBaj NMPHUCTYI
noxpaszymena na omneparop KT cucrema ox moceOHOr 3Hauaja mpe-
mo3Haje ozipelyeHn creneH n3ocranka 6e30eJHOCTH WITN MTOTSHIHjaTHY
U3JI0KEHOCT PU3UKY, aJU OLCHY]j€e []a C€ PU3HK MOXKE TOJICPHUCATH Y OJi-
HOCY Ha IOCTH3amhe IOCIOBHHUX IMJbeBa. Takole, mpuxBarame pU3NKa
ce IpUMemYje KaJa Cy Jpyre OIluje, MOMyT NPEHOCca PU3HKa WIH Hbe-
TOBOT ITOTIIYHOT H30eraBama, HePaKTHIHE I HECKOHOMHUYHE.

OBaj IpHUCTYII 3aXTeBa TPAHCIAPCHTHOCT, jaCHY KOMYHHUKAIIH]y C
pEJIEeBAHTHUM Y4YECHULMMA, Ka0 ¥ CTaNHO npaheme U peBU3Hjy, KaKo
Ou ce ocurypalo a ouIyKe O PHXBaTamky PU3HMKA IOAPKABAjy Ayro-
pouny onpxmuBoct UKT cucrema ox moceOHOT 3Ha4aja.

4.5.2. IlpebGaryBame UIN eJbeHe pH3HKa

IpebaryBame WM AeJbeEE PU3MKA IOAPa3yMeBa Jja OIepaTop
VKT cucrema of1 moceOHOT 3Hayaja e yIpaBibakbe PU3UKOM ca Tpe-
hom ctpanom koja je y moryhHocTH 1a ra eukacHo koHTponumie. To
He 3Hauu ja oneparop MKT cucrema ox moceOHOr 3Ha4yaja MPEHOCH
OZTOBOPHOCT 3a PU3HK, Beli 0CTaje IprMapHO OJroBopaH, aiu onpehe-
HE aKTUBHOCTH Y YIPaBJbaby PU3HUKOM ce Jieie. BaxkHo je HaroMeHy-
TH J1a C€ MOXE JEJIUTH OIrOBOPHOCT 32 yIPaBJbatbe PU3UKOM, aJIH HE U
3a MOCJIeIMIIE KOje PU3HK MOXKE H3a3BaTH.

Hajuemhu HaunzM npebanuBama WK JeJbemha PU3HKA CY:

— ocurypame: IpuMemYje ce Kao Mepa 3a yollaxxaBame HOCIenu-
[1a pU3MKa, KOjOM C€ yroBapa HakHaJa mTere (Hajuemhie y HOBYaHOM
00JTHKY WITH KO3 3aMeHy M3ryOJbeHOT pecypca) y ciiydajy marepuja-
JTU3alMje PU3UKA;

— moBepaBame Tpehoj cTpanu (outsourcing): IpuMemyje ce Kao
OpraHu3alliOHa Mepa y OKBHPY Koje ce onpeljeHe aKTMBHOCTH yIpa-
BJbamba WIM CMamerha PU3UKa MOBepaBajy Tpehoj cTpaHu, IpH demy
OZTOBOPHOCT 3a YIPaBJbathe PU3HKOM ocTaje Ha oneparopy UKT cu-
cTeMa ol TOCeOHOT 3Ha4aja.
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PENYS/NKE CPEUJE

4.5.3. 36eraBame pu3nka

Kana uneHTH(UKOBaHN PH3UIM UMajy IPEBUCOKY BPEIHOCT HIIN
KaJla TPOLIKOBH CIIPOBOjea IPYTUX Mepa NpeBasmila3e OueKUBaHe Ko-
PHCTH, MOXE CE JJOHETH OJUTyKa O MOTIYHOM n30eraBamy pusuka. To
ce TOCTHIKE MOBJAueHheM M3 IUIAHUPAHMX WM IOCTOjehnX akTUBHO-
CTH, I3MEHOM Ha4yHHa 00aBJbara aKTHBHOCTH HJIM POMEHOM YCIIOBa
TI0]1 KOjiMa Ce JIeJIaTHOCT CIIPOBO/IH.

Ha npumep, 3a pu3nKe y3poKOBaHE NPHPOIOM, jeaHa of eduka-
CHHMX Mepa Moxxe OMTH (HU3MYKO Ipecesbeibe o0jekara 3a o0paay uH-
(dopmanyja Ha JIOKanujy IIe je PU3UK eITMMHHHCAH WIM MO KOHTPO-
oM. MelhyTuM, y mpakcH, oriuja moTIyHOT n30eraBama pH3HUKa PETKO
je npumeruBa 3a oneparope KT cucrema o moceGHOT 3Ha4aja.

4.5.4. Tperman — o0pajia pusnka

b noctynka MoauQUKaIMje PU3NKa je CMambemhe UICHTU(HU-
KOBAaHMX PH3MKa Ha PUXBATJFHB HUBO, 300T Uera ce 0Ba OIIHja YeCTO
Ha3UBa U yMambehE PU3HKA.

VrpaBibate PH3UKOM BPIIM CE YBOHCHEM, YKIAHamBEeM I
npunaroh)aBameM Mepa 3allTUTe, TaKo aa mpeocrtanu (residual) pu3nk
MOXKe OWTH IPOLEHEH Kao MPHXBATJBHUB, Y CKIALy Ca KPHUTEPUjyMOM

HPHUXBATJLHBOCTH pH3HKa. [Ipu 0abupy Mepa 3aliTuTe, BAXKHO je y3eTH
y 003Hp TPOIIKOBE HaOaBKe, HMIJICMEHTAIIH]E, aIMUHHUCTPAIIFje, paja,
npahema U oipXKaBama, y OAHOCY Ha BPETHOCT pecypca KOjH Ce IITHTH.

HNako ce MoguduKanija pu3nKa 4eCTO HABOIH Kao MOCIEAa OIl-
yja, oHa Ou y mpaxcu Tpebaio xa Oyne Hajuenrhe MpUMemUBaHa, jep
nokasyje na oneparop MKT cucrema on moceOHOr 3Hauaja CBECHO yTH-
Ye Ha HUBO pH3UKa KopuihemeM Mepa 3allTUTe.

[IpunukoM TpUMEHEe OBE CTpareruje, 00aBE3HO je U3pavdyHATH
NPEeoCTal PU3UK HAKOH CHPOBOhEHa Mepa M CBUJICHTUPATH Ia Y pe-
THCTap PU3HKA.

Kaga ce ogabepe crpareruja 3a TpetMan pusuka, oneparop UKT
cucTeMa OJf IToCe0HOr 3Hadaja JOKYMEHTYje perucTap IoCTymama ca
pusuuMa (Tabera 8) xoju caapxu HajMame cienehe nudopmanyje:

— Pecypc;

—Ilperma;

— Pusnk;

— IIpenopyuena mepa 3amTure (aKIHMOHHU IUIAH 32 UMILUICMEHTA-
uujy) u Oyuer norpebaH 3a UMILIEMEHTALN]Y;

— BracHuk pusuka;

— Pok 3a ummieMeHTanujy;

— OAroBopHO JHIIE 32 UMILICMEHTAIIH]Y;

— Ilpeocranu pusux.

Ipenopy4ena mepa

Pusuk
3alITHTE U OyyeT

Pecypc Iperma

Baacuuk pusnka | Pok 3a uMIuieMeHTanmjy

OIII'OBOPHO Jiaue 3a

a TlpeocTanu pusuk
MMILIEMEHTAlHjy

Tabena 8: Pecucmap nocmynarea ca pusukom

Tabena 8 momymaBa ce 3a cBe pusuke 0e3 003upa Ha omabpaHy
CTpaTerujy NocTynama. 3a pu3HKe 3a Koje je omabpaHa cTpareryja cma-
BeHha, 00aBE3HO CE MOIMyHaBajy KOJIOHE O MPENOPYyUEHOj MEPH 3aILTH-
T€ ¥ POKYy 3a UMIUIEMEHTALHjy. 3a pU3HKe 3a Koje je omadpaHa cTpa-
Teruja NpUXBaTamba, NPEHOCA WK M30eraBama, y KOJOHH IIPEOCTaNIor
pHU3UKa JOKyMEHTYje Ce PH3HK KOjU OCTaje HAKOH JOHETE OJUTyKe.

4.5.5. KomyHunupame pusmka

KoMyHHIMpame pHU3HKa HHje CTparerja MOCTylama ca PU3H-
KOM Yy CMHCITy NPETXOAHMX OJiebaka, Beh MpeacTaBiba XOPU30HTAIHY
aKTUBHOCT KOja CE CIIPOBOAM TOKOM IIEJIOT IpOIieca yrpaBibamka PHU-
3WIMMa M IPEIyCIIoB je 3a JJOHOIIeHme nHpopMucaHe oIyke o n3bo-
py crpareruje moctyrnama. KoMyHHKaIMja O PU3HILEMA MPEICTaBba
IpoLeC pa3MeHe U Jesbeba HHpOpMalHja 0 pu3uiuMa u3Mely m1oHo-
CHJIala OMUTyKa U APYTHX PEJICBAHTHHUX YYCCHHKA, C [[HJEM IIOCTH3a-
Ba 3ajC[HUYKOT pasyMeBama M J0r0BOPa O YIpaBlbalky PH3UIKMA.
Edrkacna koMyHHKaIyja je BaXKHa, jep yTHYE Ha KBAJHUTET OJUTyKa U
OCHTypaBa Jia CBH YKJbYUYCHH, KaKO OHH KOjH CIIPOBOJE MEpe 3a yIpa-
BJbAEbC PU3HILIMMA, TAKO W 3aHHTEPECOBAHE CTPaHE, pasyMejy pasiiore
JIOHOIICH:a OJIUTyKa U OCHOB 3a CrpoBoljerbe oapejeHUX aKTHBHOCTH.

YV OKBHpY OBE METOJIONOTH]E, KOHKPETAaH KOPaK Y KOMYHHKAIHH O
PpH3HMLIMMA je OpIKaBabE PaIHOT CaCTaHKa THMA 3a TIPOLICHY PU3HKa ca 3a-
MHTEPECOBAHHM YUYCCHUIIMMA HAKOH IITO Cy PU3MLH MACHTU(HKOBAHU H
BpenHoBaHU. TOKOM cacTaHKa MPUKYIIhajy ce OBpaTHEe HH(OPMAIIUjE OfT
yYECHHKA KOjH Cy TIOBE3aHH ca onpeleHHM pu3HIMa, Kako OU ce pasmo-
Tpuie Moryhe cTpareruje \BUXoBe 00pajie ¥ JoHese HH(OpMIICaHe OJUTYKe.

Oneparop UKT cucrema ox nmoceGHor 3Hadaja Tpeda 1a yTBpAU
BPEMEHCKH OKBHD 3a JOHOIICHE OUIyKEe O HaYMHY IIOCTyNama ca pu-
3MKOM Y OJTHOCY Ha HUBO 030mibHOCTH (Tabena 9).

Cpeamn pH3HK — TPeTHpPaI-e PH3HKA Yy PoKy oa 12 mecenn

Hu3ak pH3HK — NpHXBaTalkbe PH3HKA Y3 PEOBHY
eBAJIYALHjY 32 IpOMeHe

Beoma nuszak PH3HK - NIPHXBATAHK:E PH3HKA

Tabena 9: Ilpenopyuenu pokosu 3a OoHOUEHE 00TYKe O HAYUHY NO-
cmynarba ca pusukom

BpeMeHCKH OKBHDH 3a TPETHpPAmEe PU3MKA HABEACHH Yy Tabenu
NPEJICTaBIbajy NMPENopyyYeHe OKBHPE 33 JOHOLICHE OMIYKE O HAYMHY
MOCTyNama ca PHU3UKOM, a He 00aBe3yjyhie pokoBe 3a peaiu3aiujy
Mepa. YKOIHKO MpUpojia pusrka He oMoryhasa peanuzanujy y HaBeze-
HOM poky, omneparop KT cucrema ox moceOHOT 3Ha4aja JTOKyMEHTY-
je pasnore u neduHuUIIe peanaH pok 3a peanmsanujy. Oneparop UKT
CHCTEMa OJ] MOCEOHOT 3HaYaja MOXe Je(HMHICATH COIICTBCHE POKOBE Y
CKJIaJly Ca CBOjUM ITOCJIOBHMM KOHTEKCTOM H PacIOIOKHBHM PECYpPCH-
Ma. Pok 3a peanuzanujy Mepa cacTaBHH je ZIe0 OJUIyKe O [OCTyNamy ca
pusukoM U oapehyje ce y3umajyhu y o03up pacronoXuBe KamaureTe
u pecypce oneparopa KT cucrema ox noceGHoOr 3Hauaja.

4.6. IIpahemwe pusura

IMpahewe pu3nKa MpeACTaBba KOHTHHYHPAH MPOIEC KOjHM ce
00e30eljyje ma mporeHa pu3nKa, IPIMEHEHE Mepe U AepuHICcaH! KpH-
TEPHUjyMH OCTaHy PEJIEBAHTHH Y OHOCY Ha IIPOMEHE Y KOHTEKCTY OIle-
paropa KT cucrema ox moceGHor 3Ha4aja.

[poneHna pu3uka HUje jeJHOKpATaH WM CTaTu4aH, Beh KOHTH-
HYHpaH M PEIeTUTHBAH Npolec. PeOBHOM IPOLICHOM pH3UKA, HEKH
PHM3ULM MOTY y NOTIYHOCTH HECTaTH, HEKH C€ MOTY CMambUTH (HIID.
IPUMEHOM Mepa 3allITHUTE), 10K CE HOBH PU3MIM MOT'Y 10jaBHTH.

CranHo npaheme U IPEUCINTHBAKE HEONXOIHU Cy Kako OM ce
00e30e1I0 1a KOHTEKCT, MCXOJ IPOICHEe pPH3HMKA M IIOCTyIama ca
PHM3UKOM, Kao ¥ IUIAaHOBH OpraHa yNpaBjbaka OCTaHy PEICBAaHTHU H
azexBatHHU 3a nate okoiaHoct. Oneparop UKT cuctema on moceGHOT
3Hayaja Tpeba PeIOBHO aa BepUHKYje Ia Cy KPUTEPUjyMH KOjH CE KO-
pHCTE 3a Mepermhe pU3MKa U HEroBUX eleMeHara jolll yBEeK BaINUIHH U
KOH3HUCTEHTHH Ca IOCJIOBHUM LHJBEBUMA, CTpaTerHjamMa M MOJUTHKA-
Ma, ¥ J]a ce IPOMEHE MOCIOBHOT KOHTEKCTa Y3UMajy y 003Up Ha aje-
KBaTaH HaYMH TOKOM IIpOLeca yIPaBbatba PH3UKOM.

IMpoueny pusmka MoTpeOHO je CHPOBOAUTH HajMame jeHOM Io-
JMIIBE WM OfMaX HakoH 3HauajHuX npomena y MKT cucremuma u
mpoliecuMa Koje OHHM Tonpkasajy. Ha Taj Hauma omeparop UKT cu-
cTeMa of noceGHOr 3Havaja 00e30el)yje KOHTHHYHpaHO cariieaBambe
noctojehrx pu3uKa ¥ 6JIaroBpeMeHO U CUCTEMaTHYHO YIIPABJbakbe Me-
pama 3a yOnaxkaBame 1 OTKJIambambe yTBP)CHUX pH3HKa.

5. MuHMMAJIHHU 3aXTeBH ycKaaljeHocTH y cKiaany ca yianom 11.
cras 5. 3UB-a

IMocrojeha vHTEpHA MPOLIEHA PU3HKa cMaTpa ce yckial)eHoM ca
O0BOM METOJIOJIOTHjOM aKO CaJipxku ciiefiehe eIeMenTe:
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5.1. Oncee npoyene

JloxyMeHTOBaHO iedpuHMCaH oIicer (KOHTEKCT) MPOLIeHe, TEPHOJ Ha
KOjH C€ MPOLICHA OAHOCH U IPAHULIE CUCTEMA KOjU je IPEeAMET aHaJIu3e.

5.2. Pecucmap pecypca

Perucrap pecypca ca HajMame cienehum noganuma: Ha3MB, Ka-
TEropuja, BIACHUK M KPUTHYHOCT pecypca. Kareropuje pecypca He
MOpajy OMTH HAECHTUYHE KaTeropujama u3 ofebka 4.2, TOBOJBHO je aa
IIOKPHBajy UCTE BPCTE pecypea.

5.3. Uoenmudghuxayuja npemrou

JlokyMeHTOBaHa HACHTH(HKALMja TPETHH PEJICBAaHTHUX 3a pe-
cypce y oIcery mpoleHe, ca Ha3HaKOM U3BOpa MPETHE U [HUJbAHOT pe-
cypca. Oneparop UKT cucrema o moceOHOr 3Hauaja MOKE KOPHCTHTH
COITICTBEHH KaTaJIOT MPETHH YKOJIUKO MOKPHBA HCTE OCHOBHE KaTEro-
puje npeTmH Kao Karasor npeTmbu n3 0Be METOI0IIOTH]E.

5.4. IIpoyena eeposamnohe u ymuyaja

JlokyMeHTOBaHa IIPOLIeHa BEpOBaTHONE M yTHIIaja 3a CBaKy HJEH-
TU(QUKOBAHY NPETHY IO pecypcy, Ha OCHOBY yHampen Ae(pHHHCAHUX
ckana. Ckase He Mopajy OMTH HAEHTUYHE cKajama u3 ofesbaka 4.4.1 n
4.4.2, nox ycioBOM Jia Cy JIOKyMEHTOBaHe IIpe ClipoBolema mporueHe,
JOCIJIeTHO TIpHMereHe U oMoryhaBajy pa3BpcTaBame pU3nKa y HajMa-
Be TpU HUBOA. KpHUTepujyMu 3a IpoLieHy yTHIIaja MOPajy YKIbYYHBaTH
TIOCIIEIUIIE TT0 IOBEPJEUBOCT, HHTETPUTET M PACTIONOKHBOCT.

5.5. Pecucmap puzuxa

Perucrap pusuka ca HajMame ciieichUM €leMEHTUMA: HICHTH-
(uKoBaHa TPETHa, MOTOEHH pecypc, MpolleHa BepoBarHohe noraha-
a, TPOLICHA YTHIIaja, BPEIHOCT PU3UKA U BIACHHK puU3uKa. Perucrap
MOpa jaCHO HAa3HAYHTH Jia JIX TIPHKa3aHe BPETHOCTH IPEICTABIbajy UH-
XEPEeHTHH WM MPEOCTaHN PU3UK. BpemHocT pu3nka Moxe OUTH HU3pa-
JKCHA KBaJIMTATUBHO HMJIM KBAaHTUTATHBHO, Y3 YCIJIOB J1a j€ TIPHMCH-CHU
METOJl TOKYMEHTOBAH.

5.6. Ilocmyname ca pusuxom

JIoKyMeHTOBaHa OUTyKa O MOCTYNAamy ca CBAaKUM HICHTH(UKO-
BaHMM PH3HKOM, Ca Ha3HaKOM ojabpaHe CTpaTeryje, pOKOM U BIIACHU-
koM pusuka. Oyka o MpHUXBaTamy PU3UKa MOpa OUTH eKCIUTHIIUTHO
JOKYMEHTOBaHa 1 00OpEeHa 0f] CTpaHe OpraHa yIpaBJbamba.

5.7. IIpuxeammwusu Huso pusuxa

JlokyMeHTOBaHO NeduHNCaH IPUXBATIFHBY HUBO PH3HKA Ca KPH-
TepujymMuMa 3a oapehuBame Koje pU3HKe OIepaTop Ipuxsara 0e3 jaa-
JbEr moctymnama. Kpurepujymu Mopajy OuTH yTBpheHH 1pe crpoBolje-
Ha MPOLICHE U 0I00PEHH OJ] CTPaHEe OpraHa ynpasJbarba.

5.8. Ilepuoouuna pesusuja

JlokymMeHTOBaHO JeprHHCaHA JTUHAMUKA NEPHOJUIHE PEBU3H]E,
He peha ox jenHOM roAWIImbe, ca yCIOBHMA 32 BAHPEIHY PEBHU3H]Y Y
Cllydajy 3Ha4ajHHUX IPOMEHa y IIpeTHhaMa, PamHBOCTHMA, TEXHOIO-
IIKOM WJTH OPTaHNU3alHOHOM OKPYXKEIbY.

IIPUAJIOT 2.
KATAJIOT TIPETHHBU UH®OPMAIIMOHE BE3BEJHOCTH
YBoa

Karanor npermu nHpopmarone 6e30e1HOCTH IpyXKa Mperie]
NPEeTHU KOjuMa MoXxe OMTH u3jI0keHa nmoBuHa oneparopa UKT cu-
cTeMa Of1 II0CEOHOT 3Havaja.

Karanor npetsu nHpopMarone 6e36eqHocT (Y JajbeM TEKCTY:
Karamor mpermn) omoryhaBa wnaeHTH(HKanWjy IIMPOKOT CHEKTpa
npetu ca kojuma ce omeparop MKT cucrema of moceGHOr 3Havaja
MOJKE CYyCPECTH, U ITOMaXKe Y pasyMeBamby MOryhnx mocieauma Koje te
[PETHE MOTY UMaTH Ha 06e30eJHOCT HHPOPMALHOHUX CHCTEMA.
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Karanor npersu ce kopucta y oksupy npoueca 4.3. Unenru-
(dukauuja npeTwdM y CKIagy ca METOJOJIOTHjOM, Y KOME ce BPIIM
NIpero3HaBame MPETHU Koje Mory HeratuBHO ytunard Ha KT cucre-
Me, nocyioBHe npouece U uMoBuHy oneparopa MKT cucrema ox mo-
ceOHoOT 3Hauaja.

Karanor npetsu je kpeupaH Ha OCHOBY JOKyMeHata ,, Detailed
Catalogues — IT Security Risk Management Methodology v1.2” w ,, IT-
Grundschutz-Compendium”. Karanor mpeTmsH HEe MIpelncTaBiba 30HUp
CBHX IIPETHU U3 HaBEJCHUX H3BOpa, Beh JNHCTy MpeTHH Koje Cy He-
HOCpPEeHO NPHMEbUBE Ha MPOLICHY PH3HMKA KOjy CIPOBOJIE OIepaTopH
UKT cucrema on moceGHOT 3Hauaja.

Caaxa npetma y Karanory npermu je npencraBibeHa Ha cienehn
Ha4HH:

bpoj 63

Ha3us nperme

Bpcra MMoBHHE HA KOjy
NpeTHha yTuye
(JIoKkaruja, 3amocIeHH,
xapasep, codraep,

ITapamerap Ge30eqHocTH
HA KOjH NpeTHa yTH4e
(ITIOBEPIBUBOCT, MHTETPUTET,

H3Bop nperme
(HaMepHo, cIIydYajHo,

nndopmanmje, Tpehe PAcIIONOKUBOCT) NPHPOAHO)
cTpaHe)
Onuc nperme
Manupame Ha nocrojehe karajore
Karanor nperwn
1. IIpuponne nperme
1.1. Bampa
Barpa, noxkap
Jlokauuja
Xapasep Pacnionoxusoct Ipuponsao

Barpa, 6ui10 ciyyajHUM WM HAMEPHHM JEI0BAbEM, MOXKE YHUIITHTH JIOKALH]jy Ha KOjOj
je cmemrer MKT cuctem nm kopuinheHy Xapasep.

ITSRM: [N.1] Fire

IT-Grundschutz-Compendium: G 0.1 Fire

1.2. Booa
Bona
Jlokamuja
Xapasep Pacnionoxusoct Ipuponuo

Bolla, OmI10 CﬂyqajHHM WA HAMEPHHUM JICJI0BAEM, MOXKE OIUTECTUTH HIJIH IIPUBPEMCHO
OHEeCHOCOOHTH JIoKalHjy Ha k0joj je cmemrted MKT cucrem nim kopuirheHu xapasep.

ITSRM: [N.2] Water

IT-Grundschutz-Compendium: G 0.3 Water

1.3. HenogobHu KIUMamcku yciosu

HenoBo/bHY KINMATCKH yciaoBu

Jlokanuja

PacnonoxxuBocT
Xapnasep

Ipuponuo

IMpucyTHOCT npamnmHe, KOPO3UBHUX MIIM OTPOBHUX IacoBa y BasjlyXy.

ITSRM: [1.3] Environmental pollution

IT-Grundschutz-Compendium: G 0.2 Unfavourable Climatic Conditions

1.4. Ilpupoone kamacmpoghe

IIpupoane karacrpode

Jlokanuja

PacnonoxxuBoct
Xapnasep

Ipuponuo

IMpupozte rojase Koje MMajy pa3opaH yTHIj Ha Jbye U HHpacTpyKTypy. Y3poLu Mory
OUTH CEM3MUYKOT, KIIMMATCKOT WX BYJIKAaHCKOT [IOPEKIIa, yKJbydyjyhu 3emMiboTpece,
TIOTIIaBe, KIM3HINTA, IlyHaMUje, JIABHHE U BYJIKaHCKe epynuuje. [Ipumepn eKcTpeMHHX
METEOPOJIOLIKHX [10jaBa Cy OJIyje ca IPMJbaBHHOM, yparaHu U LHHKIOHH. M3ioxkeHoCT
OBHM pu3HIMa 3aBucH of reorpadceke nokauuje UKT cucrema ox nocebHor 3Hauaja.

ITSRM: [N.*] Other natural disasters

IT-Grundschutz-Compendium: G 0.5 Natural Disasters

2. HupycTpHjcke npeTme

2.1. Henogowuu yciogu memnepamype u/unu 61a#cHOCMU

HenoBo/bHu YciioBH TeMIieparype /WM BJIAKHOCTH

Xapasep

Jlokaruja Pacnonoxusoct IIpuponuo

HKT ycnyre
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HenocTanu y KIMMaTH3aI|j1 IIPOCTOPa KOjH MPEBa3niIa3e paJiHe IPaHHIIe OlpeMe,
HOITYT HPEKOMEPHE TOILIOTE, HUCKE TeMIepaType, IPeBeIUKe Bare u Cll.

Jlornuku wiu GpusnuKK norahaju Koju H3a3uBajy HEUCIPABHOCT onpeMe (HIIp. MeIujyMa
3a 4yBame [0/[aTaKa) MK HACTAjy Kao MOCIe/MIA IPOTOKA BpEeMEHa.

ITSRM: [1.7] Unsuitable temperature or humidity conditions

ITSRM: [1.10] Media degradation

2.2. [lpexuo enepeemckoe Hanajarea

IIpexkn eHepreTCKOr HaNMajama

2.8. Puzux npumene enkpunyuje y ycioguma paseoja KeaHmuoz
pavyHapcmea

Jlokaruja

Pusuk npuMeHe eHKPUIINHKje y yCJI0BHMA Pa3Boja KBAHTHOT PauyHApCTBa

Xapnsep
HUKT ycnyre

Pacnionoxusoct

IIpuponHo

Codreep
HUKT ycnyre

TlosepisuBocT
HWwurerpurer

Crny4ajHo
Hawmepro

[pexun y cHabneBamwy €lNEKTPUYHOM EHEPIHjOM Off CTPaHe onepaTopa JUCTPHOyTHBHE

MpeXe TN SHepreTCKUX KoMnanuja. Behuna oBux nmopemehaja je Beoma kparka,
gecTo Kpaha o] jefHe CeKyHJIe, alli 4aK M IPeKu] o1 caMo 10 ms MoxKe T0BECTH 10
nopemehaja y pagy UT cucrema.

ITSRM: [1.6] Power interruption
IT-Grundschutz-Compendium: G 0.8 Failure or Disruption of the Power Supply

2.3. Enexmpomaenemno 3azalerse

bynyha nemoryhroct nocrojehux xpunrorpadcekux anropurama (anp. RSA, ECC) na
00e30e/1e TOBEPIFMBOCT M MHTEIPUTET MOJIaTaKa yclie]] OYeKUBaHe padyHapcKe Mohu
KBAaHTHHX padyHapa, KOju MOTY PEIIMTH MaTeMaTHyKe rnpobdiaeme (nomyt dakropusaiuje
nmpocTHX 6pojeBa) Ha KojuMa I0YHBa CaBpEeMEHa aCHMETPHYHa KpunTorpaduja.

OBoO cTBapa PU3HK Ol HAKHATHOT JenndpoBarmba 1aHaC MPUKYIUBECHUX M0JaTaKa
(,,Harvest Now, Decrypt Later”) u 3axTeBa IpaBOBPEMEHY MHUTPALM]y HA OCT-KBAHTHY

kpunrorpadujy.

EjexkTpomarueTHo 3araljeﬂ>e

Jlokaruja
Xapasep
HWKT ycayre

Pacnionoxusoct
Wurerpurer

Hamepno
CrnydajHo
TIpuponHo

2.9. [Iperoc 3nonamepHoe cogpmeepa npuMeHoM NPEeHOCHUX HOCa4d
nooamaxa

Hpeﬂoc 3JI0HAaMepHoOr coc[)TBepa TMPUMEHOM NMPEHOCHUX HOCa4a nmojaaraKa

PajiHo-cMeTHe, MarHeTHa 110Jba, YJITPaJbyOHIacTo 3paderhe i CIMYHE M0jaBe Koje Mory
yruuary Ha pag UKT cuctema. Y oBy Kareropujy crajajy 1 TOIULIOTHU epeKTH H3a3BaHH
omrehemem ONpeME WJIH HEITOBOJbHUM BPEMEHCKUM YCJIIOBHMaA, Ka0 U omrehema
HacTaja yclIel H3y3eTHO jaKnX eIeKTPOMarHeTHuX osba. Takohe, 0GyxBara nmpucycTso
ypehaja koju reHepHIIy TOIUIOTY M MOTY JJOBECTH JI0 KBapa WM YHUILITEHHa OlpeMe,
JienIoBambe 0c00a Koje KOPUCTE eIEeKTPOMATHETHO 3padethe PajJji OMeTamba KOMyHHKAIHja
i paja ypehaja, Kao M eIEKTPOMAarHeTHE UMITyJICE U3 HyKIICAPHHX H3BOPa.

Xapasep TlosepsbuBocT .

Codreep CiyuajHo
Wurerpurer

3anocneHu Hawmepno
Pacnonoxusoct

HUKT yciyre

ITSRM: [1.4] Electromagnetic pollution
IT-Grundschutz-Compendium: G 0.12 Electromagnetic Interference

2.4. Keap xaposepa unu copmeepa

VHoIICHhe MAINIHO3HOT Kojia Y HH(MOPMALIOHH CHCTEM ITyTeM (U3HUYKIX MEAMjyMa 3a
cxinagumrehe (USB Memopuje, excrepuu auckosu, CD/DVD, Mo6miHu ypehaju), unme
ce 3a00mtase MpexxHe Mepe 3amrrute. OBO yKIbydyje ayTOMATCKO MOKPETamhe MajIBepa
[PUIIMKOM [OBE3HBamba ypehaja, nckopuinhasarme pambHBOCTH ApajBepa Wil HAMEPHO
0CTaBJbambe HHOHUIMPAHUX MeIMjyMa Ha jaBHUM MECTHMA Paji KOMIPOMHTOBAbA
cucrema (Baiting nanan).

IT-Grundschutz-Compendium: OPS.1.1.4 Protection Against Malware

Ksap xapasepa uiu coprTeepa

N Hamepno
Cog)ITl Bep Pacronoxusoct Cryuajuo
P TIpuponxo

2.10. Omuyaree xomnpomumyjyhee enekmpomacHemuoe 3paseroa

KBaposu Ha xapaBepy Wiu copTBepy MOTy OUTH HOCIEMIA IPelaka y IPOU3BOIBU
HWIIH CE€ MOTY l'leaB]/lTI/l TOKOM paja cucTema. KOI( cucrteMa CHCL[PI(I)I/I‘IHC HaMCHE MOHEKaQ
j€ TeIIKO yTBPIUTH Jia 11 je KBap (DU3MUKOT MM JIOTMYKOT [OPEKIIa, alli Ta Pasiuka
Hajyemrhe HeMa 3HayajaH yTHIaj HA nocaeauie. Takohe, y OBy Kareropujy crnanajy
HaMCpHU d)I/IBI/I‘{KPl WITA JIOTUYKUA Harmaanu KOjI/I JOBOJZIC 10 KBapa omnpeme.

Oruname Tyjyher ejleKTpoMarHeTHOr 3payema
Xapusep TTosepsbuBocT Cuy4dajHo
UKT ycayre Wurerpurer HamepHo

ITSRM: [1.5] Hardware or software failure
IT-Grundschutz-Compendium: G 0.25 Failure of Devices or Systems

HeskesbeHa eMUCHja €ICKTPOMArHETHHX CHTHAJIA U3 HH(POPMAI[HOHO-KOMYHHKALIHOHE
omnpeMe (HIp. padyHapy, KaGJIOBH, WITAMIIA4H) KOja MOXe OUTH NPUKYIUbEHA U
aHAIM3UPaHa OJl CTpaHe Hanajaya y ONM3HHY pajy oOHaBIbama oOpaljeHnX mojaTaKa
(TEMPEST Hamnapn).

2.5 Ksap komynukayuonux yciyea

IT-Grundschutz-Compendium: G 0.13 Interception of Compromising Interference
Signals

KBap KOMyHHKAIIMOHHX yCayra

CrnyuajHo

Pacnonoxusoct
Hamepno

UKT ycayra

3. I'pemike M HEHAMEPHHU NPONYCTH

3.1. Kopucnuuke epeuixe

CMCTH)G, TIPEKUJIM WIIA HEAJICKBAaTHO THUMCH3HOHHUCAhE TCICKOMYHHUKAIIMOHHUX YCIIyTa
(Tenedonuja, MPUCTYII MHTEPHETY, MPEXHA HHPPACTPYKTYpa). Y OBy Kareropujy craia
1 caboTaxka WM OMETamke TeIeKOMYHHUKALMOHUX HHCTAJIAlMja Of CTpaHe 0coba Koje
MMajy TIPUCTYT onpemMy (Pa3BOHM OpPMapH, CIIOJbEH KaOJIOBH H CIIHYHO).

Kopucuuuke rpemike

Xapnsep IlosepsbuBocT
Codtsep Wnrerpurer CrnydajHo
HUKT ycayre Pacnionoxusoct

ITSRM: [1.8] Communications services failure
IT-Grundschutz-Compendium: G 0.9 Failure or Disruption of Communication Networks

I'perrke KOPHCHHKA TIPUIMKOM Kopuifiesma yciyra, yKJbydyjyhu pagHe rpelke, rperke
IIpU YHOCY T10J[aTaKa WM [PHU YIoTpeOu Xapsepa i codTaepa.

2.6. [Ipexuo ocHosHuX yciyea Koje cy npeomem HabaeKke uiu Opyaux
yenyea

ITSRM: [E.1] User errors

3.2. I'pewre aomunucmpamopa cucmema/6e36eonocmu

IIpexnj 0CHOBHHX yCJIyra Koje cy npeiMeT HabaBKe HJIH IPYTHX ycayra

I'penike aIMHHHCTPATOPa cHCTeMa/Ge30eTHOCTH

HUKT yciyra
Jlokaruja

CuydajHo

PacnonoxuBoct
Hamepno

Xapnsep TToBepssuBOCT
Coodrsep HWnrerpurer CiydajHo
UKT ycayre Pacnonoxusoct

Ipexun y HaGaBLM yCIIyTre HIIH PECYPCH Off KOjUX 3aBHCHU Pajl OlpeMe, Ha IIpUMep:
Tanup 3a IMTaMIay, TOHEep, KinMa ypehaju u cmaHo.

ITSRM: [1.9] Interruption of other services or essential supplies
IT-Grundschutz-Compendium: G 0.10 Failure or Disruption of Supply Networks

I'periike 3amociIeHOr KOjH je OAroBOpaH 3a HHCTAJIALM]Y U Pajl CHCTEMa HIIK
6e30eHOCTH. AZIMMHUCTPATOP CHCTEMa MM O6e30€THOCTH MOXKE HAMPaBUTH PAfHy
IPelIKy, IPeNIKy IIPH YHOCY HojaTaKa HiIi IPHIMKOM Kopuihema Xapsepa nin

codrBepa.

2.7. Heepadayuja meoujyma

ITSRM: [E.2] System/Security administrators errors

Jlerpajanuja Mmenujyma

3.3. I'pewke npahera (3anucu)

Xap ABCP Cuny4dajHo
Jlokanuje Pacnonoxusoct Hamepro
HKT ycnyre P

I'pemixe npahemwa (3anucu)

Xapnasep
Codyreep
HUKT ycnyre

Wurerpurer

CiyudajHo
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HenpaBrtHY 3aITHCH 0 aKTUBHOCTHMA, YKJbY4yjylil HEIOCTaTaK 3aIlica, HeloTIIyHe
3aIMCce WM HETAYHO JaTHpaHe 3anuce (YIpaBibatbe JOroBUMA).

ITSRM: [E.19] Information leaks
IT- Grundschutz-Compendium: G 0.46 Loss of Integrity of Sensitive Information

ITSRM: [E.3] Monitoring errors (logs)
IT- Grundschutz-Compendium: OPS.1.1.5 Logging

3.4. Ipewxe y koHgueypayuju

I'peuike y KoHpUTYpauuju

Xapnsep IlosepsbuBocT
Codtsep Wnrerpurer Crnydajao
HKT ycnyre Pacnonoxusoct

VHOC HOrpeIHnx KOHQUTypalMoHuX nofataka. Y BehHHH cilydajeBa CBa IMOBHHA
3aBHCH OJl HCIIPaBHE KOH(UIypalyje, Koja je y HaJIKHOCTH aIMUHHCTPATOPa U
YKJbydyje NPHCTYIHE NIPUBHIIETHj€, aKTHBHOCTH KOPHCHHUKA, €BUICHIIN]y AKTUBHOCTH,
PYTHpame ¥ CIUYHO.

ITSRM: [E.4] Configuration errors

3.5. Opeanuszayuonu nedocmayu

Opral-msauuoun HeaocTanu

3anocneHu | Pacnonoxusoct | CiyuajHO

Curyauyje y KojuMa HHje jaCHO Ko, IITa ¥ Kajia Tpeda ja npeaysme, ykibydyjyhn
Mepe Koje ce OJHOCE Ha HIMOBUHY MITH M3BEIITABabe YIPaBJbauKoj Xujepapxuju. Y
OBY KaTeropujy cranajy HeyckialjeHe pajiise, IpeliKe HacTasle POIyCTOM U CIIMIHI
MHIMIEHTH.

ITSRM: [E.7] Organizational deficiencies
IT- Grundschutz-Compendium: ORP.1 Organisation

3.6. lupere 3n10Hamepnoe copmeepa (mansepa)

Inpemse 310HamMepHOr codTBepa (MaJjaBepa)

IlosepsbuBoct
Wnterpurer
Pacnonoxusoct

Codreep CryuajHO

HenamepHO mupeme BUpyca, WIHjyHCKOr codTBepa, 1pBa, TPOjaHala, JOTHYKHX 60MOM
U IPYTHX OOJIMKA 3I0HAMEPHOT KOJa.

ITSRM: [E.8] Malware diffusion
IT- Grundschutz-Compendium: G 0.39 Malware

3.10. Parusocm copmeepa

Pamusoct copTepa

ToBepssuBOCT
Wurerpurer
Pacnonoxusoct

Codrsep Ciy4dajHo

I'penike y Koy Koje M3a3uBajy HeNnpaBWIHO (GyHKUMOHKCAE codTBEpa 6e3 Hamepe
KOpHCHHKA, aJTi KOje MOTY MMAaTH MOCJIEANIIC 110 ITOBEPJbUBOCT MOJAaTaKa, HHTCTPHUTET,
PACIONOKUBOCT MM ONIEPATUBHY CIIOCOOHOCT CHCTEMA.

ITSRM: [E.20] Software vulnerabilities
IT- Grundschutz-Compendium: G 0.28 Sofiware Vulnerabilities or Errors

3.11. I'pewxe y oOporcasarsy/asxcypupary cogpmeepa

I'pemixe y oap:kaBamy/aKypupamy codpTBepa

HWwnrerpurer

CiyuajHO
Pacnonoxusoct ya

Codtsep

I'penike y mpolieypama Ml KOHTPOJIaMa TOKOM aXypHparba CUCTeMa, YKIbydyjyhn
MO3HATE TPelIKe Koje je mpou3Bolhay ncmpaBuo, ik Koje U 1ajbe MOTy YTHIATH Ha
ynorpely cucrema. OGyxBarajy  rpelIKe y AH3ajHY, HHCTANALHOHE IPEIIKe WK
pajiHe TPELIKe HACTajle TOKOM MONM(BHKAIHja, KOje MOy H3a3BaTH HEIPaBHIIHO
(yHkumoHncame cucrema.

ITSRM: [E.21] Defects in software maintenance/updating
IT- Grundschutz-Compendium: OPS.1.1.3 Patch and Change Management

3.12. Keap cucmema 3602 ucypnwenocmu pecypca

Kaap cucrema 360r HCUPIUBEHOCTH pecypca

Xapusep

KT yenyre PacnonoxuBoct

CrnydajHo

Henocrarak noBossHOT Opoja pecypca MOKe H3a3BaTH KBap CUCTEMa Kaja je pagHo
onrepeheme MpekoMepHo. Y OBy KaTeropujy craja npeomnrepeheme nmpocropa 3a
JyBakbe 1101aTaKa (HIIP. Pe3ePBHH NPOCTOP, CKIIAJHUIITEH-E IIOITAHCKNX cantyunha,
pagHu POCTOp), KA0 LITO je Cily4aj ca 3acMheHuM MOLITaHCKUM caHay4Yrhem

KaJia je IeroB BIACHHK JTyxke oncyTaH. Takohe, ykibydyje u 3acuheme H3a3BaHO
npeontepehemeM cHCTEMa KaJla ce HCTOBPEMEHO 00paljyje IpeBHIne 3axTeBa.

3.7. Cryuajna usmena nooamaxa

Ciy4ajHa H3MeHa MoJaTaKa

Xapasep
Codreep
3amnocneHu
Jlokaruje
UKT ycayre

HWwurerpurer Crryuajio

HenamepHa n3Mmena nojaraka. OBa IpeTHa ce IIPIMapHO OJHOCH Ha caMe HOaTke,
JIOK 3a MH(pOpMalje TOXpambeHe Ha JUIHTATHIM MeIUjyMHUMa I0CToje crenuduane
MIPETILE.

ITSRM: [E.15] Accidental alteration of the information

3.8. Yuuwmerve nooamara

Yuumrese nogaraka

Xapnsep
Codtsep
3anocnenu
Jlokanuje
HKT ycnyre

Pacnionoxusoct CiydajHo

Henamepnu ry6urtak nogaraka. OBa npeTba ce IPUMapHO OJHOCH Ha caMe TOJaTKe,
JIOK 3a MH(opMaIHje MOXpambeHe Ha AUTHTATHAM MEJINjyMHMa MOCToje crieupuiHe
MpeTHbE.

ITSRM: [E.18] Destruction of information
IT- Grundschutz-Compendium: G 0.45 Data Loss

3.9. [[yperve nodamaxa

Iypeme noxaraka

Xapasep
Codreep
3anocneHu
Jlokanmje
UKT ycayre

IToBepsbuBOCT CryuajHo

HeosnaurheHo pasorkpuBatbe HHpOpMaIHja 300r HENaXKibe WK HHIUCKpeLje. Y OBy
KaTeropujy crajajy BepbaiHa HHANCKPELHja, HENaXIbUBO PYKOBAE EIEKTPOHCKIM
MeZIMjyMHIMa, IITaMIIaHUM KOTIHjaMa U CIIMYHUM OOJMIIMMA MoJjaTaKa.

ITSRM: [E.24] System failure due to exhaustion of resources
IT- Grundschutz-Compendium: G 0.27 Lack of Resources

3.13. I'vbumaxk onpeme

I'youTak onpeme

ToBepsbuBOCT

Xapase
PABEp Pacnionoxusoct

CiyuajHO

T'yburak onpeMe IMPEKTHO TOBOMH JIO HEJOCTaTKa pecypea 3a IpyxkKame yciIyra,
OJJHOCHO JI0 HEPACIIOIOKUBOCTH THX yciyra. Ce Bpcte onpeme Mory 6utH norohexe.
V ciy4ajy padyHapa WM cepBepa Koju caapike MojaTke, Moxe Johu 1 10 mypema
uHpopMarmja.

Y oBy Kkareropujy cnaja u HeosnamheHo NpuOaBIbabE EIEKTPOHCKUX MEAUjyMa
(XapA-aMCKOBH, IUCKOBH 3a pesepBHe konuje, Y Ch xbyuesn, 3UIT auckoBH, YKIOBHBH
JICKOBH M CJIMYHO) MJIM TIAIMPHHX KOIHja (OMMCH, HEIOTITyH! HCIIUCH, TIOPYKe 1
CIIMYHO) KOje Cy HAMEHeHE PELUKINPamby, a Koje caipike oceTsbuBe HHpopMmarje.

ITSRM: [E.25] Equipment loss
IT- Grundschutz-Compendium: G 0.17 Loss of Devices, Storage Media and Documents

3.14. Heoocmamaxk 3anocienux

Hepnocrarak 3anocjieHux

3anocieHu | Pacnionoxusoct CiydajHo

H3HeHaIHa HEPACIIONOKUBOCT KBAIM(HKOBAHOT MIIM OITOBOPHOT 3aI0CIIEHOT 3001
60J1eCTH MM JIPYTHX OKOJIHOCTH BaH HUXOBE KOHTPOJIE, ITO MOXKE YTULATH HA
KOHTHHYUTET Pajia ¥ U3BPLIABAe KPHTUYHUX (yHKIHja.

ITSRM: [E.28] Staff shortage
IT- Grundschutz-Compendium: G 0.33 Shortage of Personnel

3.15. Heoocmamax ceecmu u cneyuuuHux 3Hara 0 UHGOPMAyUOHO]
bezbednocmu

Henocrarak cBecTd M cnenupUYHNX 3HAKHa 0 HHpOpPManuoHoj 6e30eHOCTH

3anocneHu | Pacnonoxusoct | CryuajHo

Omneparop UKT cucrema oz moceGHOr 3Ha4aja He MOCEyje 10BOJBHY CTPYUHY
KOMIIETeHIIU]y Y obnacTu nHpopMarnone 6e36e1HOCTH, a He TIOCTOje HU IPOrpaMu
3a MOAN3amke CBECTHU 3al0CICHHX O 3HA4ajy M MPUHIHUIHMA 6e30eJHOT PyKOBamba
nHpOpMaIjamMa.

IT- Grundschutz-Compendium: ORP.3 Awareness and Training in Information Security
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PENYS/NKE CPEUJE

10. jyx 2026.

4.1. Manunynayuja esudenyujom akmusHocmu (10206u)

HeanexkBaTHO ynpaB/bame NPHBUHJIErHjamMa

MaHuny/1anuja eBUACHIHjOM AKTHBHOCTH (JIOTOBH)

Codreep
3anocieHu

TlosepssuBocT
Wurerpurer

CiyuajHO

HeHaMCpHO JI0/ICJbUBAGE MPEIIUPOKUX IIpaBa NPHUCTYyIIa KOPUCHUIINMA KOja
HpeBa3uiase IbUXOBE MOCIOBHE MOTpebe.

Xapasep
Codrsep
UKT ycayre

Wurerpurer

HamepHo

Systems

IT- Grundschutz-Compendium: G 0.31 Incorrect Use or Administration of Devices and

HamepHo Memame, Opycarmbe WK MPHKPUBALE JIOT0Ba U APYTHX 3a1ca aKTHBHOCTH
paau yknamarma TParosa, 10Kas3a WM NHANKATOpa KOMIPOMHUTALU]jE, YUME CE OTeKaBa
OTKPHBAKE M aHaJIN3a 0e30eIHOCHHUX NHIIH/ICHATA.

3.17. Hedocmamax opeanu308anoe cucmema ynpassared
ungopmayuonom beszbeonowhy

ITSRM: [A.3] Manipulation of activity records
IT- Grundschutz-Compendium: OPS.1.1.5 Logging

HenocTaTak Opranu3oBaHOr cHCTEMA yNpaB/bamkba HHpopMannoHom 6e3deqHomhy

4.2. Manunynayuja kongueypayujckum oamomexama

3anocneHn

| PacnonoxmuBoct

| CrnydajHo

Manuny/aanuja KOHPUIyPanHjCKUM JaToTeKaMa

Oneparop KT cucrema of moceOHOT 3Ha4aja HEMa YCIIOCTABILEH CHCTEM YIIPaBIbarba
uHpopMarmoHoM 6e36eHomhy, HUTH Cy jacHO JAe(HHHICAaHE yIore H OrOBOPHOCTH 3a
IUIAaHUPaEe, COPOBOle-e U HAaZ30p aKTUBHOCTH Y OBOj 00IaCTH.

Xapnsep TToBepssuBOCT
Coodrsep HWnrerpurer Hawmepuo
UKT ycayre Pacnonoxusoct

IT- Grundschutz-Compendium: ISMS.1 Security Management

3.18. Hedocmamaxk cucmema 3a Oemexyujy uHyuoeHama

Henocrarak cucrema 3a l]eTeKIllljy HHIMeHaTa

HemnpaBuitHo HozelIaBame KOHGUIypaLMOHHX [IapaMeTapa Ha CHCTEeMUMa,

MpEIKHO]j OnpeMy Win aruikanujama. Behnaa MKT nMoBHHE 3aBHCH OJ] HCIIPaBHE
KoH(HUrypaluje, Koja je y IOTIYHOCTH Y pykama agMuHucTparopa. OBjie crianajy
IpeLIKe y JOAENH IPUCTYIHUX IPUBIIICTHja, KOHQUIYyPalUjU CepBUCA M AKTUBHOCTH,
Bohemwy eBuaeHIMje porahaja, MPEeKHOM ycMepaBamy U APYTHM KJbYYHHM ITOCTaBKaMa,
IITO MOXE JIOBECTH JI0 HApyIIaBamba 0e30eTHOCTH HIIH HEPACIIOI0KUBOCTH CHCTEMA.

Codprae TTosepsbuBocCT
KT C.IT)I e Wurerpurer CityuajHo
yemy, Pacnonoxusoct

ITSRM: [A.4] Manipulation of the configuration files

Toxom cBakopHeBHuX KT onepauuja moxe nohu 10 pasiuyuTHX HHIKACHATA U
TEXHUYKHX rpemaka. [TocToju pu3KK 1a 3aI0CIeH! He NPENo3Hajy 6e30e1HoCcHe
HHIMCHTE Mel)y BbrMa, ITO MOXKe JJOBECTH JI0 TOTra Jja Hallajl MM TIOKYIIIaj Hara/a
npohe Henpumehen u octane 6e3 NpaBOBpeMEHE peakuuje.

4.3. Mackupare uoenmumema

Mackupame HIeHTHTEeTa

IT- Grundschutz-Compendium: DER.1 Detecting Security-Relevant Events

3.19. HeadexeamHo niaHuparee KOHMUHyumema nociosarsa

)C((;d)T:gP Tosepmusocr Hawmepno
PABCp Wnrerpurer P
UKT ycayre

HeanexBaTHo IUVIAHUPak€ KOHTHHYHUTETA MOCI0Bakba

Hamnaznau ce npejicTaBiba Kao oBiamhieHn KOPUCHHK CHCTEeMa Kako OM HCKOPHCTHO
BETOBE MPUBUIIETH]E 3a HeoBnamheHe akTHBHOCTH, YKJbydyjyhu npuctyn
nH]OpMaIjaMa, MAHUITYJIAIN]y TI0OJalMa, oOMaHy M 1ipeBapy. IIpeTmy Mory
[PE/ICTaBIbATH 3aM0CIICHH, Kao i ocobe n3Ban KT cucrema oz moceGHOT 3Hayaja.

Coodraep TTosepsbuBocT
3anocneHu Wurerpurer CiyuajHO
HKT ycnyre Pacnonoxusoct

ITSRM: [A.5] Masquerading of identity
IT- Grundschutz-Compendium: G 0.36 Identity theft

Kox oneparopa UKT cucrema of moceGHOT 3Ha4aja He MOCTOjH JOBOJHHO Pa3BHjeH

4.4. 3noynompeba npasa npucmyna

HHTH OPraHM30BaH NPOIIEC IUIAHNPamkba Koji 61 00e30e110 KOHTUHYHTET TI0CII0Bakba Y
cllydajy HeroxesbHUX goralaja koju pooze 1o HepacnonoxuBoctu UKT cucrema. 36or
M30CTaHKa Ae(pUHUCAHUX MPOLETYpa M MPHIPEMILEHUX PE3ePBHUX CLEHAPH]ja, OTIEpPaTop
VKT cucrema o1 oceGHOT 3Hadaja 0CTaje parbiB Ha IPEKUJIE Pajia i MPOLYKCHY
HEPacIIOIOKHBOCT yCIIyra.

310ynoTpeda npaBa npucTyna

IT- Grundschutz-Compendium: DER.4 Business Continuity Management

Coodrsep TTosepsbuBocT
UKT ycayre Wurerpurer Hamepno
Jlokamuje PacnonoxuBoct

3.20. Heaoexsammo xopuuihierse unu uzocmanax xopuwihersa
Kpunmozpagckux Kowmpona

Kopuchuim nMajy oapelyeHn HUBO NpUBHUIIETHja KOjH j€ JOAEIbEH paau 00aBibamba
BUXOBHX 3aj1aTaka. 3710ynorpeda HacTaje KaJja Te NPUBHUIICTH]e KOPHCTE 3 aKTUBHOCTH
U3BaH CBOJUX OATOBOPHOCTH, YKJbydyjyhu HeoBnarmheH mpucTyI CHCTEMY pajii H3MEHE,
Opucama WK J0AaBamka (yHKIIMOHAIHOCTH, Kao U H3BOheme Apyrux HeoBnamheHux
pasEbH.

HeanexpaTno kopumheme nin nzocranak kopumhema KpunTorpagckux
KOHTPOJIa

ITSRM: [A.6] Abuse of access privileges
IT- Grundschutz-Compendium: G 0.32 Misuse of Authorisation

Codprse TToBepssuBOCT
KT c?r e HWnrerpurer CuydajHo
yery Pacnonoxusoct

4.5. 3noynompeba pecypca

Kon oneparopa UKT cuctema on noceGHOr 3Hauaja He HOCTOjU oarosapajyha
MpUMeHa KpUITorpackux MexaHn3ama koju 6u tpedaio na obesbene na ce 0CeTIbUBH
Hozal, 6UII0 Y MUPOBakby WM Y TPAH3HUTY, HE IIPEHOCE M HE UyBajy Y YUTIHHBOM

u HesamtrheHoM 00Ky, OBakaB HeOCTaTaK H3Iaxe HHPOPMALHje PU3HKY O
HeosarrheHor TIPUCTYTIa © KOMIIPOMHUTOBAmA.

3n0ynorpeda pecypca

Codtsep TToBepsbHBOCT

UKT ycayre Wurerpurer Hamepno
Jlokamuje Pacnonoxusoct

IT- Grundschutz-Compendium: CON.1 Crypto Concept

3.21. I'pewxe y npoyedypama pesepsrux xonuja (Backup)

Kopunthemwe pecypca KT cucrema y cBpxe koje HUCY IUIaHUpaHe WK o00peHe,
00u4HO Y IHYHOM HHTEPECY, yK.]'by‘{y]th Urpame urapa, JJM9HE NpeTpare Ha HHTCPHETY,
nnyHe 6a3e MojaTaka, HHCTAINPamhEe JIMYHUX IIPOrpaMa, YyBarmke JMYHHX 0/1aTaKa 1

CIIMYHC AaKTUBHOCTH.

ITSRM: [A.7] Misuse

I'pemike y npoueaypama pesepBHuX konuja (Backup)

Codrse IlosepsbuBocT
UKT cﬁ e HWnrerpurer CrnyyajHo
yeny Pacnonoxusoct

4.6. lllupere mansepa

HCyCl’[CX Y npaBJbEILY KOH]/lja WA HEA0CTaTaK MpOBEPE IbUXOBE HCIIPABHOCTH.

IIupeme manBepa

IT- Grundschutz-Compendium: CON.3 Backup Concept

4. HamepHu Hanaau

Hamepnu Hamaay cy HaMepHH MPOIYCTH KOj€ Y3POKY]y 3arocie-

HH HUJIK Hanaga4du.

Codrsep

TlosepuBoct
HWurerpurer
Pacnonoxusoct

HamepHo

CBeCHO M IIMJbaHO YHOLICHE WU JUCTPUOYHpambe BUPyca, IINHjyHCKOT copTBepa,
1pBa, TpOjaHalla, JOrMYKUX O0MOM 1 Ipyrux oOIMKa MajaBepa paan HapylIaBamba
TIOBEPJBUBOCTH, HHTETPUTETA WIIA PACIIOJIOKHUBOCTH CUCTEMA U TTO1aTaKa.
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ITSRM: [A.8] Malware diffusion
IT- Grundschutz-Compendium: G 0.39 Malware

4.7. Heosnawhen npucmyn

Heopaamhen npuctyn

Codrsep

Xapasep IToBepsbuBOCT

HKT ycnyre HWnrerpurer Havepro
Jlokanuja

Harrajiad ycrieBa J1a IPUCTYIIH pecypciMa cHcTeMa 6e3 noTpebHe ayTopusarmje,
Hajuenihie uckopumhaBameM PabHBOCTH Y MEXaHU3MUMA HeHTU(UKALHje 1
ayTeHTH(HKALH]e.

Oco0a W3HyTpa WK CII0Jba MPHCTyNa HHYOPMAIIMOHOM CHCTEMY H KOPHCTH CroBe
yclIyre Kako OM M3BpIIHIIA ONepaluje, MPUCTYIINIA OAAlNMa UK HX yKpaja.

ITSRM: [A.11] Unauthorized access
IT- Grundschutz-Compendium: G 0.23 Unauthorised Access to IT Systems

4.8. Ananuza caobpahaja

Anauuza cao6pahaja

CBecHO M ITMJbaHO HapyIIaBamkha OBEPJHHBOCTH II0/IaTaKa Pajiil OCTBAPHBAa KOPHCTH,
NPUKpPHBama TParoBa Win HaHolIewa mtete oneparopy MKT cucrema ox nocedHor
3Ha'{aja, KOpHCHHUIIUMA UITN l/lHq)OpMaLlI/IOHOM CHUCTEMY.

ITSRM: [A.19] Disclosure of information
IT- Grundschutz-Compendium: G 0.19 Disclosure of Sensitive Information

4.13. Manunynayuja cogpmeepom

ManunyJanuja coprBepom

TlosepsbuBocT
WnTerpurer
Pacnionoxusoct

Codtsep Hamepuo

CeecHa u OuJbaHa U3MCHaA quHKL[I/IOHaI[HOCTI/I Tporpama pajau oCTBapuBama IOCPEIHE
KOPHUCTH KaJia ra opjanihieHa oco6a kopucty. Hamasau y6aityje nporpam, Ko wim
HapeznOe Kako 61 U3MeHHO yoOuuajeHo MOHAlllake aluIMKaLKje WK Joa0 Heosnamheny
d)yHK]_IHOHaJ'IHOCT OIIEPAaTUBHOM CHCTEMY.

OBa npeTHha MOXKE yrpo3uTH HHPOPMAIOHH CHCTEM y OHIIO K0joj (hasu mberoBor
JKMBOTHOT IIMKITyCa, TOKOM [IH3ajHa, TECTUpPamba, IIPOU3BOALE, Pajla, TPAHCIIOPTA HIIH
OfpXKaBarba.

ITSRM: [A.22] Software manipulation
IT- Grundschutz-Compendium: G 0.21 Manipulation with Hardware or Software

HKT ycayre | TlosepsbuBocT | Hamepno

Be3 norpebe na nperiesia canpxaj KOMyHHKaIMje, Haraad Moxe J0RH 10 3Ha4ajHuX
3aKJby4aKa aHAIN30M HEHOT MOPEKIIa, OAPSAHIITA, O0MMa U YUECTalIOCTH Pa3MeHe
nofaraka. OBa TeXHHKa, TO3HATa Kao ,,paheme caoOpahaja”, Moxke OTKpUTH oOpacie
KOMYHHKAIlHje, TTOTCHIHjaJIHe IIHJbEBE M OCETIHHBE OIHOCE YHYTap CHCTEMA.

ITSRM: [A.12] Traffic analysis
IT- Grundschutz-Compendium: NET. 1.2 Network Management

4.9. Ilpucnywkusarbe

Ipucaymkupame

Xapasep
Codreep
3anocneHu
HKT yciyre

TlosepsbuBoCT Hamepno

Hamanau ctude npuctyn HHbOpMaIHjama Koje My He TIPHIIa/Iajy, IPU 4eMy ce caMm
cajipkaj nHpopmanuja He Mera. Ocoba Koja MMa PUCTYII KOMYHHKALMOHO] OIIPeMH
WM MEJINjyMHUMa, WX Ce Halasy yHyTap J0MeTa KOMyHHKAIMOHOT IPEHOCA, MOXKE
KOPUCTHTH CIIENjaN30BaHy (YECTO BPJIO CKyITy) OIIPEMy 3a IpEecpeTame, CyIlambe,
CKJIAIMIITEHHE M aHAJIM3UPAIbE IPCHETHX MOJIATaKa HIIH ITIACOBHE KOMYHHKAIIHjC.

ITSRM: [A.14] Eavesdropping
IT- Grundschutz-Compendium: G 0.15 Eavesdropping

4.10. Hamepna usmena ungopmayuja

HamepHna u3mena nadopmanuja

Xapnsep
Codreep
Jlokaruje
3anocnenu
UKT ycayre

Wurerpurer
p Hawmepno

CBecHa M II1JbaHa U3MEHA N0/1aTaka Pajiu OCTBApUBaha KOPUCTH, OOMaHe WIIN
HAHOIIeHA ITeTe HHPOPMAIMOHOM cucTemy, oneparopy UKT cucrema o noceGHOT
3Hayaja WM KOPUCHHUIINMA.

ITSRM: [A.15] Deliberate alteration of the information
IT- Grundschutz-Compendium: G 0.22 Manipulation of Information

4.11. Yrnuwmaearse unghopmayuja

‘Yuumrasame nHpopmanuja

Xapasep
Codreep
Jlokaruje
3anociueHn
UKT ycayre

PacnonoxuBoct Hawmepno

CBeCHO M IIMJbaHO YHHIITABAkE 110J[aTaKa PaJIi OCTBAPUBAHHa KOPUCTH, IPUKPHBAtbA
Tparosa WM HaHomlewa mrere oneparopy KT cucrema on moceGHOr 3Hayaja,
KOpHUCHHUIIUMA WA PIH(IJOpMa]_II/IOHOM CHCTEMY.

ITSRM: [A.18] Destruction of information

4.12. Omkpusare ungopmayuja

OtkpuBame HHpopManuja

Xapasep
Codreep
Jlokanuje
3anocneHu
HKT ycnyre

TTosepsbuBocT HamepHo

4.14. Manunynayuja xaposepom

Manunyjanuja xapaBepomM

IlosepsbuBocT

Xapnge]
PABCP PacnonoxxuBoct

Hamepro

CBecHa U [iJbaHa U3MeHa (DYHKIHOHATHOCTH XapABEPCKE OIpeMe pajy OCTBapHBama
HocpeiHe KOPHCTH y TPEHYTKY Kajia je KopucTH oBnamhena ocoba. TakBa MaHHMITy/IaIHja
MOXKE YKJbYYHBATH J0[aBabE, YKIabhamkbe UIH MO,Ell/l(i)l/lKOBa}be KOMIIOHCHTH WUJIN
(yHKuHMja ca mHIbeM HapyliaBama HHTETPUTETA, MOY31AHOCTH WK 6e30e1HOCTH
cHcTeMa.

ITSRM: [A.23] Hardware manipulation
IT- Grundschutz-Compendium: G 0.21 Manipulation with Hardware or Software

4.15. Yexpahusarwe yenyea

Yexpahuame ycayra

Xapasep

VIKT yenyre Pacnionoxusoct

Hawmepro

Hepocrarak pacmonouBux pecypea J0BOAM 10 KBapa CHCTeMa Kajia je pagHo
onrepeheme npepennko. Hamajau Moxxe HAMEPHO M3a3BaTH OBO CTabe CUMYIIHPAmHEeM
UHTEH3UBHE HOTPAXKIbE 38 PECyPCUMa KPO3 KOHTHHYHPAHO CIabe BEIMKOT Opoja
3aXTeBa, ITO PE3yJITHPA yCIIOPaBamkeM MM MOTIYHOM HefoCTynHomhy yciyra.

ITSRM: [A.24] Denial of services
G 0.40 Denial of Service

4.16. Kpaha onpeme

Kpaha onpeme

Xapnasep
UKT ycayre

ToBepsbuBOCT

Hamepno
Pacnonoxusoct

Kpaha ompeme noBozau 1o TyOuTKa pecypca NOTpeOHUX 3a MPYXKarbe YCIyra, IITo
MOXe Pe3yJITHPaT! ASTHMUYHOM HIIH MOTIYHOM HepocTymnHoinhy cucrema. buio xoja
BpCTa onpeMe Moxe Out MeTa kpahe, mpu yemy cy Hajuemrhe norohenu ypehaju u
HHGOPMALIMOHU MEIHjyMHU KOJU CajipiKe TIOfaTKe.

Kpahy mory n3spuutu 3anocnenn ynytap UKT cuctema of noce6Hor 3Hadaja, ocode
Bat oneparopa KT crcrema o1 MoceGHOT 3Ha4aja WITH MPUBPEMEHO aHIXKOBAHO
0c00Jbe, IITO yTHYE HAa HUBO PACIIOJI0KHBOCTH YKPAICHO] ONPEMHU U MOTCHLHjalIHEe
nocnequLe, ykbydyjyhu pusuk o mypema napopmaruja.

ITSRM: [A.25] Theft
IT- Grundschutz-Compendium: G 0.16 Theft of Devices, Storage Media and Documents

4.17. Jecmpyxkmusnu nanao

JlecTPYKTHBHH Hanaj

Xapnasep

3anocnenu

Jlokanuje u mpocropuje
HKT ycnyre

Pacnonoxusoct Hawmepro

Bannanusam, Tepopusam, BojHa akiuja, uta. HamepHo fenoBame Koje 10BOAU 10
omrehiema, yHHIITEHa HiIH oMeTama pajga MKT cucrema u madppactpykrype. OBy
MPeTiY MOTY M3BPLIMTH 3anocieHt, ocobe BaH oneparopa UKT cucrema ox mocedGHor
3Ha'{aja WJIA IPUBPEMEHO aHT'a>KOBaHU.

ITSRM: [A.26] Destructive attack
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5.4. Hecueypno unu neegpurxacro 6pucarse nooamaxa

H3nyhuBame (Ransomware)

HecurypHo nim HeepukacHo Opucame MoAaTaKka

Xapasep IToBepssuBOCT
Codrsep Wurerpurer Hamepho
UKT ycayre Pacnonoxusoct

CrnyyajHo

UKT ycayre Hamepro

TlosepsbuBocT

HamepHo 3aKJbydaBarbe II0IaTaKa y3 3aXTeB 3a OTKYIHHHY U IpeTiy Aa he nonarm 6uru
jaBHO 00jaBJbEHN.

Bpuicarbe rojaraka ca CKIIaHIITa He 3Ha9H HY)KHO /1a Cy TIO/aIlH TPAjHO YKIIOHCHH

ca ypebaja win pe3epBHOT MeIHjyMa. AKO CKIIaIHILITEIbE TI0/[aTaka Ha JIUCKY HHje
m(ppoBaHO, MOJALMMA KaCHHjE MOXKE MIPHCTYIUTH APYTH KOPUCHHK, Tpeha cTpaHa
(outsourcing) I Tpy>KaJiar] yciyra, IITO NMPEACTaBIba PH3NK O HeoBIamheHOr NPUCTyIIa.

4.19. Coyujantu unscersepure

ITSRM: [SR.11] Insecure or ineffective deletion of data

CouujaJ Hu HHKeHepUHT

5.5. Cyocku nosus u e-omkpugarse

TToBepssuBOCT
Wurerpurer
PacnonoxuBoct

3anocineHu Hamepho

CylCKH 03B H e-0TKPHBame

IToBepsbuBOCT
Pacnionoxusoct

CunyuajHo

UKT ycayre Hamepro

Manunynucame ocobama koje U3 106pe Hamepe WM MOBEPeha U3BPIIABAjY Paiibe Koje
Cy Yy HHTEpECy Tpehnx CTpaHa WK Hamajga4a, YuMe ce OMOFyhaBa HeoBamhex TIpUCTYTI,
CTHIaKke NHPOPMALINjA HIIH HAHOIICHE IITETe CUCTEMY.

ITSRM: [A.30] Social engineering
IT- Grundschutz-Compendium: G 0.42 Social Engineering

Opranu 3a cnposoheme 3akoHa Mory of oneparepa MKT cuctema oz mocebHOTr

3Ha4aja 3aXTeBATH JIOCTABIbAKLE [10JIATAKA y BE3U Ca KDHBUYHMM IOCTYIIMMA, W
unHdopmarje Mory 6uTH norpebHe TOKOM rpaljaHCKUX MapHUIA. Y HEKUM Clly4ajeBUMa,
MC}II/ijMH 3a 9yBambC NOAATAaKa WIIH APYTH XapABEp MOy OUTH 3aMICHEHA Kao J0Kas3.

ITSRM: [SR.19] Subpoena and e-discovery

4.20. Komnpomumayuja u 3noynompedoa M®II ypehaja (wmamnauu,
cKeHepu, Konupu)

5.6. Pusuk 00 npomeHe jypucouxyuje

Pu3uk o1 npomeHe jypucauknuje

Komnpomuranuja u 3aoynorpeéa M®II ypehaja (luramnaun, ckeHepH, KOITHPH)

TlosepsbuBocT
PacnonoxxuBoct

CityuajHo

HKT yciyre Hamepho

Xapnsep TlosepsbuBocT
Codraep Wnrerpurer Hawmepuo
Pacnonoxusoct

310HaMEepHH aKTepH IIMJbajy MpeXHe ypehaje 3a ITaMity, CKeHUPare 1 KOIHpambe
(M®II) kao norexuujaine yiasue Tadke y MKT cucrem oneparopa. OBu ypehaju cy
4ECTO 3aHEMApEHH y IIPOLIECy yIpaBibamba Oe30eaHomhy, a MOTy CafpKaTH OCCTIBHBE
nH]OpMaIHje Y HHTEPHOj MEMOPHjH, oMoryhuTn HeoamheHy NPUCTYIT MPEXH U
GUTH KOMIIPOMHTOBAHH ITyTEM 3aCTapenor firmware-a.

Kana ce nogaiu uyBajy winn o6pal)yjy y aata LeHTpy KOjU ce HajlasH y 3eMJbU Koja HHje
3€MJba KOPHCHHKA, TPOMEHA HA/UIC)KHOCTH U TIPUMCHIBPUBHX 3aKOHA MOXKE 3Ha‘-[ajHO
yTHLATH Ha 6e36exHocT HHdOpMaLuja.

INomauu knujenara mory 6uth pacnopelheHn y BULlle jypHCANKIN]A, O KOjUX HEKe
MOT'y TIPE/ICTaBIbaTH BHCOK PU3HK. AKO Ce aTa IIEHTPH Hajla3e y 3eMJbaMa Ca BUCOKHM
PH3MKOM, Ha IpUMeEp Y JiprkaBama Oe3 BlIaJJaBUHE [PaBa, ca HeNpPEeABUIMBUM IIPABHUM
OKBHPOM H CIIPoBOhemeM, ayTOKPaTCKUM PeKUMHUMA HIIH pKaBaMa Koje He MOIITY]y
MelyHapoJiHe criopaszyme, JIOKAJIHE BIACTH MOTY NIPUCTYIHTH MOAAIMMAa WITH H3BPIIHTH
aKIMje Koje yrpoxaBajy BHXOBY CUTYPHOCT.

5. Ilperwe nose3ane ca kopuumhemem cno/bHUX yeayra (Tpehe
cTpaHe, ycJIyre pauyHapcTBa y KJayay)

5.1. 3axmyuasarve

ITSRM: [SR.20] Risk from changing of jurisdiction

5.7. Pusuyu 3awumume nooamarxa o 1udHocmu

Pusnum 3amruTe nNoAaTaKa o0 IMYHOCTH

KT ycmyre | TTosepspuBOCT | CrnyyajHo

3ak/byyaBame

UKT ycayre | Pacnionoxusoct Ciy4ajHo

IlpetepaHo ociamame Ha yCIyre je[HOT IPY)Kaola MOXKe OTEeXKaTH HIIH OHeMOoryhuti
npoMeHy npyxaoua y OyayhHocti. Murpanuja Ha apyror no6aBjbadya MOKe IIOCTaTH
TEXHUYKHU U OPraHU3allMOHO BPJIO 3aXTEBHA, YNME CE moBehasa PU3HK O 3ac’roja JinIese
ryOuTKa KOHTPOJIE Hajl KJby4YHUM YyCIIyrama.

3aKOH 0 3aITUTH nojaTtaka O JIMYHOCTH 3aCHHUBA C€ HA MPETIOCTaBIHU 1a je YBEK jaCHO
IJie ce HaJla3e JIMYHHM MOJalH, KO UX oOpal)yje u Ko je 0roBopaH 3a BUXOBY 00pasy.
Jluctpubyunpana okpyxera Ipyalana yciryra Mory OUTH y CyNpOTHOCTH Ca OBOM
TIPETIIOCTaBKOM.

OGpaya rojiataka y Apyroj 3eMJbH MOXKE H3a3BaTH NPoOIEMe y BE3H ¢a MPHMEHOM
3aKOHOJABCTBA O 3AIUTUTH [OAATAKA, 4 HA/UIC)KHH OPraHHU 3a 3aIITHTY [OJaTaKa MOry
TakBy 00pajly CMaTpaTH HE3aKOHUTOM.

ITSRM: [SR.1] Lock-in

ITSRM: [SR.21] Data protection risks

5.2. I'ybumaxk ynpasmarea

5.8. Ananuza unyudenama u popeHzuuKa noopuwKa

I'yourak ynpas/bama

CiyuajHo

PacnonoxuBoct
Hamepro

HKT ycnyre

AHaJIM32a MHIUIeHATa U Gopen3HYKa HoJAPIIKa
TlosepsbuBocT Coyuaitio
UKT ycayre WnTerpurer 43
Hamepno
Pacnionoxusoct

I'ybutak KOHTpOIIE U yIpaBibamba MOXKE 030MJBHO YTPO3UTH CTPATErHjy oreparopa
HWKT cucrema oxx moceOHOr 3Ha4aja M CIIOCOOHOCT OCTBApHBaMba ICHUX MUCHja U
1ubeBa. TakBa CHTyalMja MOXe JJOBECTH JI0 HEUCITyhaBatba 6e30eIHOCHNX 3aXTeBa,
HapyllaBamwa OBEPJbUBOCTUA, HHTETPUTETA U PACIIOI0)KUBOCTH I10JIaTaKa, Kao U 10
CMamkCHha nep(bopmancn ¥ KBAJIUTCTA MPYKCHUX yCIIyra.

V ciy4ajy MHIMJICHTa, aTlUTHKaLHje H YCITyre XOCTOBaHE KO MPY’Kaola yCIIyra ce TeIIKO
HCTPaxyjy jep ce 3alMchBarmbe MOXKe AUCTPHOYHpATH Ha BHILE CEpBEpa M 1aTa [eHTapa,
KOjU Ce HaJla3e y PasIMYUTHM 3eMJbaMa H MOUIeKY PA3IHUUTUM IPONUCHMA.

ITSRM: [SR.38] Incidence analysis and forensics support
IT-Grundschutz-Compendium: DER.2.2 Provisions for IT Forensics

ITSRM: [SR.2] Loss of governance

5.3. Ipewike koo uzonayuje

5.9. Hanaou y3 xopuwherbe gelumauxe unmenucenyuje

Hamnaau y3 kopumheme BelmTauke HHTeIUTeHIHje

I'pemxe ko M30sanuje

TTosepsbuBocT CrnygajHo
UKT ycayre Wurerpurer Hamepno
PacnonoxxuBoct IIpuponuo

Codrse
brsep Wurerpurer
3anocneHu Hawmepro
Pacnonoxusoct
HUKT yciyre

Oga kateropuja npeTme 00yxBara KBapoBe y MexaHU3MUMa Koju 00e30el)yjy onBajame
JyBamba [0/1aTaka, MEMOpPH]je, MPEIKHOT yCMEepaBarba U 4aK peryTanuje usmehy
Pa3IMYUTUX KOPUCHHKA 3ajesiHnuKe nHbpacTpykrype. [lociequie MOry yKibydnBaTi
ryOuTaK BpeIHHUX WIN OCET/bUBHX MOIaTaKa, HAPYLIABake yIiiea U MPEKU] pyKama
ycuyra.

3710HaMEpHH aKTePH KOPUCTE ajlaTe U TeXHNKE BEIITAYKe HHTEIUTCHIH]E 3a
ayToMaTu3alujy, yopsasame win yHanpelheme cajoep nanana na UKT cucreme.

OB Haau yKJbYdyjy ayTOMAaTH30BaHO [CHEPHCAE MATHIINO3HOT KOJA, KPEHPAhe
YBepJBUBOT DHIIMHT CajprKaja NpuIaro)eHor KOHKPETHUM MeTaMa, 3a00MIaKerhe
Mepa 3alITUTE U yOP3aHO OTKPHBAE PatbHBOCTU. YIOTpeOa BEIITa4Ke HHTEIUTCHIIH]E
3Ha4ajHO noBehaBa 0OMM, OpP3MHY U MPEUN3HOCT Hama/ a, YuHehn uX TEKUM 3a
OTKPHBAKE M 010paHy.

ITSRM: [SR.7] Isolation failure
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5.10. Hanaou ycmepenu na cucmeme eeuwimayxe unmenuceHyuje

Hanajnn ycMepenn Ha cHCTeMe BelITauKe HHTEIMTeHIHje

Codprse ToBepssuBOCT
KT ci e Wurerpurer Hamepho
yeny Pacnonoxusoct

3n0HaMepHH aKTepH LUbajy came cucteMe BU koje omepaTop KOPUCTH y OKBHPY
csor UKT CHUCTEMA, Ca INJbEM BbUXOBOT KOMIIPOMHUTOBAA, MZ.HI/[l'lyJ'IaI_IPle U
oHecrocobspaBarba. OBH HalaIM YKJbYUYjy TPOBam€ IojiaTaka 3a ooyky mozena (data
poisoning), Haniajie Ha ynasHe noxgarke cucrema BU (adversarial attacks) xojuma

ce cucteM BY HaBoaM Ha morpemiHe oTyke WM npeasuhama, kpahy Mogena u
HEoBJIAIINEHH MPHUCTYII TToAAIMMa KOpHITNeHUM 3a 00yKy.

wm AacHUK

PENYE/NKE CPEWJE

bpoj 63 99

3amTuTa MHTETPUTETA U TI0Y31aHOCTH IIPOM3BO/Ia, KOMIIOHEHTH H yCIIyra Kpo3 CBe
(ase, o1 pojexkToBaa, MPOU3BOILE U TpaHCHOpTa /10 ucnopyke. Llub je cnpeyaBarbe
YHOLICHKHA MAJIMIIUO3HUX U3MCHA, ('])aJ'[C]/ld)I/IKOBaHI/IX JEJI0OBA UIIH CKPUBEHUX PAaBbUBOCTH
Ipe HeTro IITO CTUTHY Y MH)OPMAIIOHU CUCTEM.

6. UHcajaepcka npeTwma

HHcajaepcka npeTmba

5.11. besbeonocm nanya cnaboesarba

Xapnasep
Codrsep TlosepsbuBocT Cryuajio
3anocneHu Wurerpurer

. Hamepho
Jlokarje Pacnionoxusoct
HUKT ycayre

Be36eaHoct 1aHna cHa(aeBamba

Codrsep
UKT ycayre

TlosepsbuBocT
WnTerpurer

Ciy4dajHo
Hawmepno

Pusuk no nHdopManroHy 6e36eHOCT KOjH IOTHYE 0J 0c00a U3HYTpa, 3aroCICHNX,
OUBILIKX 3aI0CICHUX, TAPTHEPA, KOjH UMajy JISTUTHMAaH IIPUCTYI CHCTeMHMa, MpeKaMa
niu nogarmma. OBa IpeTa Moke OMTH HaMepHa (37TOHaAMEPHU HHCajIep KOjH Kpajie
HojiaTKe, HAHOCH IITETY WM OJIAKIIaBa HAIaJIe CIoJba), HeHAMEPHa (HEIaXKiba, JbYICKa
rpeliKa, 3aHeMapHBabe MPOLEyPa) UK PE3yITaT KOMIPOMUTOBAHUX KPEICHIMjaia
(MHCajaep Ynju Cy HAJIO3H MPEY3eTH OJf CTPAHE Hamajava).
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