e Infect your computer with spyware to steal your identity

* You can get ripped off, have your identity stolen and fall
for frauds

e Mess up your computer with pop-ups and viruses
o Take over your computer and use it to attack other people
e Hit you with spam and scam emails

e Force you into visiting fake websites and handing over personal
information

e Hack into your wireless network

s Use email and chat

e Your privacy

e Your time

e Your cash

e Your reputation

e Your computer
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Browsing on the internet allows end-users to get in-
formed, educated, entertained, communicate and conduct
electronic transactions. Overall, its use is widely appreci-
ated as very important and its applications considerably

improve citizens’ life

However, there are specific risks that are associated with
the internet use and all end-users should be aware of.

This will proactively prevent the misuse of internet appli-

cations and services



How to take care of
your identity and privacy

Your identity and your reputation are very precious. Online
“criminals” will try to trick you into giving them your informa-
tion. Their purpose is for you to spend your money, tap your
bank account and use your credit cards.

Protect yourself against this kind of phishing and spoof-
ing:

¢ Block unwanted spam email.

e Use a modern web browser that will
warn you against known phishing
websites

* Don'’t give away your password or any other personal infor-
mation.

Remember that there’s no delete button on the internet;
if you publish something, you have no control over how
it is stored, copied or archived.




